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Y) Tng umé oToixeia A.1098/13-7-2022 Andpaong Tou AloiknT TG AveE&pTnTng
Apxng Anuociwv Ecodwv «KXOopIGHOG TEXVIKWV TPOJIRYPAPWY (TTPWTOKOAO
EMKOIVWVIXG) Kol AOITEG AcITOoupyieg, YIX TNV dlaxouvdeon HETOEU DopoloyiKwv
HAekTpovikwv Mnxaviouwv koi EFT/POS TtepupaTikwy. YAomoinon €mi TnG opXAg
«loTpag&n PEoW KAPTAG — UTTOXPEWTIKNA £kdoon amddeiEng amdé ®.H.M». (B’3940),
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o)tng umd oroixeia A.1138/12.6.2020 KoIlvig amogpoong Tou YmoupyoU
OIKOoVvopIKwY Kol Tou AloiknTl Tng AveE€&ptntng ApxAC Anupociwv Ecb6dwv
«KaBopIopog TNG €EKTAONG EPOPMOYAG, TOU XPOVOU Kol TNG OSIXdIKXOING
NAEKTPOVIKNAG diaBipaong dedouévwv otnv AveEaptntn Apxn Anpociwv Ecodwv,


http://www.aade.gr/

KOOWEG Kol K&OE XAOU avaYKQiou BEPATOG VIO TNV EPAPHOYA TwV SIKTAEEWY TOU
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Apxng Anpociwv EGOdwV «ZUUTTANPWHATIKEG TEXVIKEG TTPOSIAYPAPES TPWTOKOAOU
EMKOIVWVIOG KOl  Kpumtoyp&epnong vyix Ttnv  diaBipaon Oedopévwv  OTO
TANPOPOPIaKS cloTnua Twv ®HM» (B 317).

oT) TG umod oTtoixeia A.1011/2020 amdpaong Tou AloiknT AveE&pTnTng ApXNAG
Anpoociwv Eg6dwv «Atécupon amd TNV XpRon MovTEAWV ®opoloyikwv HAEKTPOVIKWV
Mnxaviopwv (OHM), mou éAaBav &deix KATXAANAOTNTOG pe B&on Tig A.Y.0.0.
MOA.1234/9.10.2002 (B' 1362) kai MOA.1135/26-10-2005 (B° 1592), €KTOG TwV
E.A.®.A.LZ. Kol Twv AAHME Ta&ipuétpwv» (B” 85).

0) Tng uno oroixeia NMOA.1166/2018 andépaacng Tou AloiknTA AveE&pTnTng APXNG
Anpociwv Ec0dwv «TeXVIKEC TPOBIKYPAPEG TPWTOKOAOU EMIKOIVWVIKG KO
KpumnToyp&pnong yia Tnv diaBiBoon dcdopEvwy 0TO MANPOPOPIGKS CUCTNUR TWV
®HM» (B 3603).

n) Tng umé oroixei A.Y.0. MOA.1220/2012 (B 3517) «Kwdikomoinon -
ZupmARPWON TEXVIKWV TTPOdIYpapwv Popoloyikwv HAEKTPOVIKWY MNXAVIGHWV Kol
ouoTNUGaTWY. AIdIKKoiEG XPAONG Kol  Asitoupyiag  Toug. Mpodiaypapég
amooTteMopévwy apxeiwv otnv MNAZ.»

0) Tng umd oToixeix A.Y.0 MOA.1221/2012 (B 3513) «AvaB&OuIon AOYIGHIKWY
urmooTAPIENg Twv E.A.0.A.Z.Z.-KXOoPIOPOG XIMOCTEANOUEVWY OPXEIWV SESOUEVWV
TWV PopoloyIKwv oToixeiwv otnv MMZ Kar epapuoyn Twv dIaT&Eewv Tou &pOpou
20 Tou v.3842/2010 (A" 58)»

1) Tng umo oToixeia A.1173/7-12-2022 andpaong Tou Aloiknt AveE&pTnTng ApXNg
Anpoociwv Ecodwv «Tpormormoinon TeXVIKwY mpodiaypadwv PHM.» (B’6953)

1) Tou KepaAaiou A° Tou Mépoug MpwTou Tou v.4389/2016 «Enciyouoeq dIATREEIG
YIX TNV €QOPMOYA TNG OCUMQPWVIKG ONMOGCIOVOUIKWV OTOXWV KOl SIXpOpWTIKWV
METAPPUOUIoEWV KOl GAAEG DIATGEEIQ (A 94)

2. To pe apiBud C (2012) 4961 eyypagpo Tng Eupwrnaikig EmTponig Ye To omoio
MG YVWOTOToINONKAV TXPATNPACEIS €M TNG Kolvorroinong 2012/266/GR

3. To pe apiBuoé C(2012) 4967 éyypago TnG Eupwnaikng EmTponng pe 1o omoio
MG YVWOTOToINONKAV TXPATNPACEIS €M TNG Kolvorroinong 2012/267/GR

4. Tnv €ykpion TnG Eupwnaikig EmiTponng emi TG Koivoroinong 2022/183/GR, yix
TNV amodoxf TG SIKdIKKOING TOU emeiyovrog, ME To um. apiOy. GROW/E3/BH/as
(2022)3027420/12.04.2022 éyypogo auThg mpog Tov MAnpe€olaoio Ymoupyd TnNG
Movipng AvrimpoowTtiag TNG EAMGD0G oTng Bpu&EAAEG Kol TO OToio KolvoTToInOnke
€1g eNGg péow Tou ENOT.

5. Tnv um6 oroixeia ap1®. A.OPI.A 1125859 E= 2020/23.10.2020 andégpaon Tou
AoiknTA TG Ave&apTtnTng ApxNAg Anpooiwv Ecdodwv «Opyaviopodcg Tng AveE&pTnTng
Apxncg Anuoociwv Ecodwv (A.A.A.E.)» (B 4738)

6. Tnv unod oroixeiax apiOp. 1. Tng 20.1.2016 mp&En Tou YmoupyikoU ZupBouliou
«EmAoyf Kai d1opiopdg Mevikol TMpapporéa Tng MevikAg Mpauporeiag Anpociwy
Ecodwv Tou Yrmoupyeiou Oikovopikwv» (Y.0.A.A. 18) o€ ouvOUKOUO HE TIC IKTAEEIQ
Tou mPpWTOoU e£dagiou TG map. 10 Tou apiBuold 41 Tou v. 4389/2016, TIC



amopd&oeig ur apidy. 39/3/30.11.2017 (Y.0.A.A. 689) Tou ZupBouAiou Aloiknong
™mg A.AAE ko umd oroixsia 5294E=2020/17.01.2020 ToUu YmoupyoU
OIKOoVOouIKwYV «Avavéwon Tng Onteiag Tou AloiknT TnGg Ave&&ptnTng ApXAS
Anpociwv Ec6dwvx(Y.0.A.A. 27)

7. To nopiopax NG Opadag Aloiknong Epyou otnv AAAE yix TV €Kmovnon Twv
TTPOJIAYPAPWY TNG SIXCUVIEONG TOMEIKKWV MNXAVWV ME TEPUOTIK& POS, oTo
mAciolo TG PeTappUBuiong 16614 yia TNV QVAUOPPWON KAl TN SIXCUVOEON TwV
TOXMEIRKWY UNXKVWV ME TN POPOAOYIKN B10iKNnon, Tou UAOTIOIEITAI OTK TTAKIOIK TOU
EOviKoU Ixediou AvAKapync Kail AvOEKTIKOTNTAG «EANGO 2.0»

8. Tnv avaykn diacuvdeong Twv ®HM pe T EFT/POS TepuaTmik&, yiax Tnv
SIKOPAAION TNG £KOOONG TWV (POPOAOYIKWV CUVAAAGYWYV MECW TNG MANPWUAC ME
KAPTA YIX TNV OIMOTEAEOMATIK) (POPOAOYIK TXPAKOAOUONON OUTWV K&I TnV
TIEPIGTOAR TNG POPOBIKPUYAG.

9. To yeyovog OTI, amd TIG JIXDIKAGIEG TNG AMOPACNG OGUTAG, OEV TPOKXAEITAI
damnavn o Bapocg NpolmoAoyiopol A.AA.E.

AMOPAZIZOYME

TpomomoloUue otnv Amogacn Ailoiknti AAAE A.1098/13-7-2022 o6mwg 1oXUEl, TO
Nap&pTnua, o 0TI apop& oTiG emKoivwvieg EFTPOS pe 1o NZ ®HM Esend, 6mwg
OUTO EMICUVATITETAI OTNV TA&poUoa ArToPpaon.
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KuBepvhoswc.
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1. EiZArQrd

To Keipevo meplyp&Pel TIG EAKXIOTEG AMAITAGEIC UAOTTOINONG YIK TNV EMIKOIVWVIX
TWV CUCTNMATWY £Kdoong oTolxeiwv AIAVIKAG TwAnong (PHM) pe T TEPUATIKA
amodoxng kaptwv (EFTPOS) mou Bpiokovral oTo medio. ZNUAVTIKO {nToUpevo
gival n €EX0PAAION TTAPOUGCIAG OTK (POPOAOYIKK OUCTAMOTX K&OE OUVOAAQYNG
mou éxel ekteheotei ot EFTPOS. O 6pog ECR (“Electronic Cash Register”) 1} o
6pog “Tapeiokn punxava” A o 6pog “OHM” Tmou XPNOoILOTIOIOUVT.I OTNV TEXVIKNA
epIypaPr, OswpouVTal OTX TAKIOIX TOU KEIMEVOU TAXUTOONUOI E OTIOIOdNATIOTE
VOUIMO (POPOAOYIKO oUoTRHO £KO0ONG AmodEiEewv AIGVIKAG OUMQWVA HE TV
1I0XUOUOX VOHOOEGIX ((POPOAOYIKEG TAMEIKEG HNXAVES, AAHME, EADAZLY).

2. TO FENIKO *XHMA

H diaolUvéeon agop& Tpia cuoThpaTa: ECR, EFTPOS kai MAPOXOYZ YMHPEZIQN
MAHPQMON (BANK):

ACK-RESULT (5?
ECR SALE @ éCONFIRM (45RESULT

|

ECR

EFT POS

POS SALE (3

BANK

Eikéva 1

H ouvReng pon emKoIvwviag ckoAouBei 5 BAuaTa:

1. H ouvaMayn &ekiva amd Tnv ECR. O XeIp1oTAG EMIAEYEl MANPWUN PE KAPTX
Kol n ECR oTéAvel oxeTIkO aitnua oto EFTPOS.

2. To EFTPOS esmBeBaiwvel apéowe ornv ECR T™Tn AQyn Tou QITAMOTOC
O£TOVTAC TNC 0 AVAPOVH TOU TEAIKOU XITOTEAEOUATOG.

3. To EFTPOS ouvdéeTal OTOV MAPOXO UMNPECIWV TANPWHWV Yix online
£ykpion N eykpivel offline | amoppinTel offline 1 SIKKOMTEI TN CUVAAAQYA.

4. To EFTPOS amokpiveral otnv ECR pe To TEAIKO amoTéAEouo: améppIyn i
€YKpIoN. ZTNV £YKPION AMOCGTEAAEI OTOIXEIX TG GUVOAAGYAG (OTTWG XPIOO
oUVOAMOYAG, KwOIKO £ykpiong KAT). To TEAIKO OMOTEAEOMO OTEAVETAI
&ueoa otnv ECR, mpiv TNV évapén ektinwong amd to EFTPOS. Epboov n



ECR 1o umooTtnpilel, ota oToIxXeiat TNG OUVAAAGYAG TEPIAGUBAVOVTOI KAl
dedopéva Yo EKTUTIWON TNG amddeiEne Tou EFTPOS amé Tnv ECR

H ECR emBeBaiwvel Tn AQ@n Tou TEAIKOU GMOTEAEOUATOG. AV OGUTH N
empBepaiwon 6 @réoer oto EFTPOS yix omolodAmore Adyo, To EFTPOS
0£1el opaveon otn ouvaAAayn auTh 0TI Bev £XEl TANPWG SIEKTTEPXIWOET WG
npog Tnv ECR.

Baoikéc maxpadox£C Kol TEPIOPICUOI:

1.

Movo amé Tnv ECR umopei va EEKIVAOEI VEX XPEWOTIKIA GUVOAAAYN (ayopd&,
ayop& pe d00EIg, KATOXWENON TTPOEYKpIong, mailorder). To EFTPOS £xel
KAEIOWHEVO TANKTPOAOGYIO Kol HeEVOU YIK TPAYUOTOTOINON XPEWOTIKWY
OUVOAQYWV.

Av g€aitiag BA&BNG Tou ECR | BA&BNG Tng emkoivwviag ECR-EFTPOS, To
EFTPOS £xel TPOyUOTOMOINOEI XPEWOTIKEG OUVOAAQYEG Ol ormoieg dev
éxouv KataxwpnOcei otnv ECR, TOTE MPOPBAETIETAI UTTOXPEWTIKNA dIXSIKACIX
omOOTOANC TwV CUVOAAGYWV auTwyv armd To EFTPOS otnv ECR (BA. 4.6, 4.7)
METG TNV amokaTtaoTtaon TnG PBA&BNG Tng ECR. To EFTPOS diatnpei emi
MOKPOV TX MO PBAOIK& OTOIXEIX TWV GUVOANGYWV GUTWV OF EEXWPIOTO
OPXEIO VI OKOTTOUG EK TWV UOTEPWV EAEYXOU Kol EMXAROsuong.

Aev mpoBAEmeTan diakomn Tng enegepyaciag oto EFTPOS pe evroAl Tng
ECR. Av kat& 10 BApa 3 n ECR BeAnoel diakom TNG eMe&epyaciag, TOTE
ouTO YiveTal xelpokivnTa oto EFTPOS.

To EFTPOS e&umnpetei povo éva ECR aiTnua K&Oe popd, dev Tnpei oup&
QVOMOVAG KITNUATWY Kol 0UTE MITOPET KAV VO AmOKPIOEi o€ vEO aiTnua 600
SIXPKEI N eMeEepynoia TOU TPEXOVTOG.

H emKoivwvia dgv mepIEXEl O KOMIO TEPITTWON gUXioONTa dedoPEVa
oUVOAOYAG, OTWG OKAAUTITO apIOuO K&pPTOag, cvv2, track2 1 6vopa
KATOXOU TG K&PTOG.

Ta EFTPOS 6a mpémel va TnpoUv apxeia KaTaypapng cuuBaviwv (log
files) ue TNV aKOAOUON TMPOTEPAIOTNTA KAI QVAAOYX ME TIG dUVATOTNTEG
TOUG OE XWPO KIMOOAKEUONC KXI UTTOAOYICTIKK 10XU:

a) MpoPBAAuaTa emKoIVwVIag [ A&ON oUOTAPATOC (UTTOXPEWTIKK)

b) EvEpyeieg XEIPIOTWYV TTOU apopolv Tn diaolvdeon (UTTOXPEWTIKG)

c) Baoika oToixeia suvaAAaywv (Xpovog/mood/sessionld/EkBaon)

d) MAQpn KaTaypaP AVTAAAXGGOUEVWV UNVUUKTWY
H poppn KATaypa@ng Twv cupB&vTwY gival {AThMA ulomoinong omd Tov
K&OE KOTHOKEUNOTH, OGPKEI QUTA VO EKMANPWVEI TO OKOMO TNG
eEOKPIBWONG TPAYUATIKWY TIEPICTATIKWVY KXl TNG EMAUONG TUXOV TEXVIKWY
TTPOBANUATWV.

ITNV TEPITTWON TIOU MOJIOETAI OTOV EPYAIOMEVO PINOdWPNHX HECW
KAPTAC, UMAPXEI N OUVATOTNTK OUYKEKPIMEVNG EMIAOYAG KOTOXWPIONG
PIlodwpApato¢ oto EFTPOS Kal autOvoung eKTéAeong HE ThV
TANKTPOAGynon Tou mocooU Tou PIAodwpAuaTog (amount tip) yiax Tn
OUYKEKPIMEVN TIPOPOPTWHEVN AN MPOBAEMETAI UTTOXPEWTIKN SISIKXOI
®IMOOTOANC TWV CUVOAOYWV auTwV armd To EFTPOS otnv ECR. Ta moc& Twv
PINOOdWPNUATWY TNPOUVTAI WG EKKPEMEIG OUVAAAYEG KO XITOOTEANOVTQI



otnv ECR w¢ makéra (tip amount).H ECR emoTtpépel pvupa ACK-RESULT
oto EFTPOS yiax kK&Oe ekkpepn eyypagn, wote To EFTPOS va pmopei va
KAgioel TaKETO.

3. H OYZIKH ZYNAEZH

21N ouvdeon peTa&l Twv pepwv To EFTPOS evepyei wg “server” og oxéon PE TV
ECR ka1 wg “client” og oxéon Pe ToV TGAPOXO UTINPEGIWY TTANPWHMWV.

3.1. ZYNAEZH MEZQ TCP/IP
H olUvdeon peta&l EFTPOS kai ECR péow TCP/IP yiverai:

o Me ancubciag ouvdeon ECR-EFTPOS. Napadsiypara: ouvoeon o€ diKTUO
LAN pe kaAwdia Ethernet, oOvdeon WIFI kAm.

e Méow ouotAuatog¢ middleware yia EFTPOS mou &egv umopouv va
ouvdeBoUV pe GAAo TpoTO.

~---1 middleware [«----,
g '
'
'
'
'

o
=
(WiFi, 2G, 3G, 4G, ...) ?I E (case of portable POS)
v i
............... =
— i
IP-1 ‘| Jtanswrca]  IP-2
EFT POS _ [ AN L i ECR

e DALOR BANK

WiFi, 2G, 3G, 4G, ...

Eikéva 2

To LAN switch pmopei va givail eEwTEPIKA GUGKEUN 1) EVOWHXTWHEVO.

TNV mepinTwon ocuvdeong péow middleware, eneidn n local IP Tou EFTPOS Kot
Kavova  gival Gyvworn [ Jn mpooB&oiun amd tnv ECR, amauteital K&Mmolx
emmA£ov ulormoinon, omou Tn cuvdeon oto middleware 6« Thv avoiyel To EFTPOS
ME éva “logon” Kol B TV KPOT& GVOIKTH) 000 XPEIR{ETAI, MMTAIVOVTHG TO i810 OF
Bpoxo avapovAg autnuéatwvy ECR. To middleware  Aeiroupyei wg amAog
SIKBIBAOTAG TWV MNVUHKTWV.

3.2. ZYNAEZH MEZQ USB, BLUETOOTH KAI RS232

Ynootnpiletal n ouvéeon péow USB, Bluetooth xwpic va oAA&lel KaBOAou TO
TTPWTOKOAAO EMIKOIVWVIXG.



YnooTtnpiletal emiong n olvdeon péow RS232, pe povadiki oAayy oTo
TTPWTOKOAAO TNV MPOCONKN MIKG MIKPAG OUMBOAOGEIPAC WG TTPOBEUATOG O K&OE

OVTOANXOOOUEVO MAVUMA.

usB
EFT POS RS232 1 ECR
i LAN / GPRS / WiFi
-+ it e R ] BANK
__________________________ e AC
Eikéva 3

4. POH KAl MHNYMATA ZYNOMTIKA

XPNOIPOTTIOINVTACG GUUPBOAIK& OVOUATX, T HNVUUOTA TTOU QVTOAARGCOVTOI HETRED

ECR kau EFTPOS civau:
[AMOUNT]:

[CONFIRMED]:

[ERROR]:

[RESULT]:

[ACK-RESULT]:

[RESEND-ONE]:

[RESEND-ALL]:

Aitnua évapéng ayop&g (ECR->EFTPOS)

EmBeBaiwon Ayng aimuarog (EFTPOS->ECR)

Aduvapia eEunnpétnong airpuarog (EFTPOS->ECR)

AmotéAeopa TN ouvaAiayig (EFTPOS->ECR)

EmBeBaiwon Aung Tou [RESULT] (ECR->EFTPOS)

Aitnpa ek véou amootoAlg [RESULT] piag
ouvalayng (ECR->EFTPOS)

Aitnua  amootoAl¢  [RESULT] TWV EKKPEUWV
TMIOTWTIKWY CUVOAAXYWV TTOU EKTEAEOTNKAV KUTOVONX
amd EFTPOS xwpig xpnon ECR, Twv ekTeAeopévwv
OUVOMOYWV TIoU opopolVv O TIPOPOPTWHEVES
oITOdEIEEIC KAl TIHOAOYIO TTOU £XOUV 11O £KO0OEI Ao
TNV ECR, KOOWCG KXI TWV XPEWOTIKWV OUVOAARYWV
mou ekTeAéoTnKav omd To EFTPOS pn ouvoedepévo



[ECHO]:

[CONTROL]:

[SUCCESS]:

[REGRECEIPT]:

pe Tnv ECR, e€aitiag Tng BA&BNG Tng ECR A e€aitiag
BA&BNG Tng dixouvdeong EFTPOS-ECR.

(ECR ->EFTPOS)
Aokipn emkoivwviag (ECR->EFTPOS->ECR)

EvToAn yia di1&popeg pubuiosig (ECR->EFTPOS)

Fevik6 pRvupa emituxiag (EFTPOS->ECR)

AiTnpa  poOpTWONG amodeiEng N TIHoAoyiou yix
pMETAyEVESTEPN  XPEWOTIKA  ouvaMaynl  (ECR-
>EFTPOS)

MPOoaIPETIKEG EMEKTATEIC YIX GAAEG CUVAAAQYEG:

[AMOUNT-INSTALM]:

[AMOUND-REFUND]:
[AMOUNT-VOID]:

AiTnua évapéng ayop&g pe xpnon d6oswv
(ECR->EFTPOS)

AiTnua évapéng emoTtpogpng (ECR->EFTPOS)

Aitnpa évapéng akipwong (ECR->EFTPOS)

[AMOUNT-COMPLETION]: AiTnpa EvapEng KATaXWwPNoNG MPOoEYKPIoNG

[AMOUNT-MAIL]:

(ECR->EFTPOS)
Aitnpa évapgng ocuvaAlayng MAIL ORDER
(ECR->EFTPOS)

01 akOAouBeg 6 POEG MNVUPATWY Eival EMITPEMTEG, Ol OTMOIEG EKTEAOUVTAI TIAVTX
otnv id1ax olvdeaon (oTo id10 session).

4.1. 2YNHOHZ POH ArOPAZ (H AOIMQN ZYNAANATQN)

[tO] EFTPOS < [AMOUNT] < ECR

EKTOG TOU ToooU ayopdc n ECR oTéAvel
Kol GAAEC TTANPOYPOPIES, OTTWG apIBUd
amodeIENg, aPIBUO TAPEIAKNAG, KWAIKO
TOMIC KATT




(t1]

EFTPOS - [CONFIRMED] - ECR

To EFTPOS emBeBaiwvel apéowg T
Awn, ka1 n ECR pmaivel og avapovi
XIMOTEAEOPATOG.

t1-t0 < 2 sec

To EFTPOS ene&epy&ieTai TO AiTnUC,
{nNT& e100ywyn KXPTAG, GUVOEETAI VI
online £ykpion KA.

[t2]

EFTPOS - [RESULT] - ECR

To EFTPOS amavr& pE TO AMOTEAEOMA,
TToU pMopEi va givail amdppiyn A
£ykpion. Av givail £yKpion, AmOOTEAAE
emmA£oV OTOIXEIX TNG CUVAAAQYAG (TT.X.
KWOIKO EYKPIONG, &P. CUVAAAGYAG KATT)

Zuvbwg
t2-t1 < 60 sec

[t3]

EFTPOS < [ACK-RESULT] < ECR

H ECR emBeBaiwvel TN AYn Tou TEAIKOU
amoteAéopatog Kl 10 EFTPOS
KaTaxwpei (epooov BERaIa apopolos
éykpion) OTl n  ouvalayn  €xel
diekmepaiwOei MARpwg wg mpog Tnv ECR.

t3-t2 < 2 sec

Ta avwTépw Téoospa pnvopara ([AMOUNT], [CONFIRMED], [RESULT], [ACK-
RESULT]) p&pouv évav Koive 6-wnA¢plo KwdIKO (session number), SIXPOPETIKO YIX
K&Oe vEéa ouvaAlayr, Tov omoio dnuioupyei N ECR kau xpnoipelsl weg oToixeio
€AEYXOU TNG GUVAPEING TWV UNVUPATWY KXI XITOPUYNAC KPIGIHWY AXBWV.

IXNUATIKA amneikdvion TnG ouvilBoug pofg mapaTifsTan otnv EIk6va 4.

ECR

T
' '
t g < [AMOUNT] (amt-1,session-1) !
0 T
' 1
tl 0 [CONFIRM] > (amt-1,session-1) g
i i
i
'
POS saves the :
o transaction as approved i
t, | [RESULT] > |
I
t & [ACK-RESULT] (amt-1,session-1) i

3
POS marks th i
transac tion as i
' “ECR completed” :
v v

POS TRANSACTION FILE
TRANS ID AMT 500 ECR SESSION ECR COMPLETED

ID-1 amt-1 session-1 (t;) YES (t3)

Eikéva 4



4.2. POH NPOzQPINHZ KATAXQPHZHZ EKAOGEIZAZ AMOAEIZHE H TIMOAOTIOY Ano THN ECR 10
EFTPOS

[tO] EFTPOS < [REGRECEIPT] < ECR

H ECR napéxel mAinpogopia yix AAM R
YIX TIMOAGYIO TTOU POAIG e€€dwOE, £TOI
wote To EFTPOS va Tn XpnoiJomoInoel
O€ ETEPOXPOVIOUEVN CUVOAAQYN (TI.X. OF
MXP&IO00N KAT 0iKOV)

[td] EFTPOS - [SUCCESS] - ECR

H evépyeia avapEVETAI TAVTX EMITUXAG t1-t0 < 2 sec

(EKTOG TIEPIMITWOEWY TEXVIKOU
npoBANUATOG)

4.3. POH ZE NEPINTQZH AAYNAMIAZ ENEZEPTAZIAZ ZYNAANATHE

[tO] EFTPOS < [AMOUNT] < ECR
[td] EFTPOS - [ERROR] - ECR
To EFTPOS emBepaiwvel auéowg TN t1-t0 < 2 sec

AN, 6uwg Je KWIKO A&Boug,
dnAwvovTag otnv ECR 611 n ene€epyaoia
oev gival duvaTn.

4.4. ITOIXEIQAHE POH HXOYX

[tO] EFTPOS < [ECHO] < ECR

[t1] EFTPOS - [ECHO] - ECR t1-t0 < 2 sec

4.5. POH EKTEAEZHE ENTO/XHE PYOMIZEQN

[tO] EFTPOS < [CONTROL] < ECR

Aivetau n duvaroétnTa plOUIONG amd TV
ECR oplopyévwv  TOPOMETPWY  TOU
EFTPOS mou agpopolv Tn diaolvdeon pe




Tnv ECR.

[t1]

EFTPOS ->[SUCCESS 1 ERROR]>
ECR

t1-t0 < 2 sec

4.6. POH ENANAAHWHE [RESULT] TEAEYTAIAZ ZYNAANATHZ

[tO]

EFTPOS < [RESEND-ONE] < ECR

Av n ouvaAlayf eykpiOnke oto EFTPOS
OAM& AOoyw mpoPARpaTog olvdeong n
ECR 08t AapBévelr Tnv an&vrnon
[RESULT] f} To EFTPOS &¢ AauBavel Tnv
amavrnon [ACK-RESULT] o X&IpIOTAG TNG
ECR pumopei v emAéEEl autl Tnv
evépyelx  WOTE VA OANOKANPpwOel n
ouvAong pon.

(t1]

EFTPOS - [RESULT] - ECR

To EFTPOS avalntd oOTO TIGKETO
OUVOMOYWV TNV TeAeUTAix OUVOAAQYN
Kol OOV TRIPIKIEl JE TX BESOUEVA TOU
XITAUATOG AMOOTEAEI AUECK TX OTOIXEI
™NG. AIKPOPETIK& EMOTPEPEI XMOPPIYN.

t1-t0 < 5 sec

[t2]

EFTPOS < [ACK-RESULT] < ECR

H ECR smBeBaiwvel Tn Ayn Tou TEAIKOU
amoteAéopato¢  kKaxi 10 EFTPOS
KaTaxwpei (epooov BERaIa opopolos
éykpion) OTI N ouvalayn  €xel
diekmepaiwOei MAnpwg wg mpog Tnv ECR.

t2-t1 < 2 sec

IXNUATIKA aneikdvion TNG pong emavéAnywng [RESULT] mapatifstan otnv ElkOva

5.

10




4.7. POH ENANAAHWHZ [RESULT] rIA OAEZ TIZ EKKPEMEIZ ZYNAANATEZ

' '
' L
:
i
' T
' '
t 4 € [AMOUNT] (amt-2,session-2) i
0 ¥ T
' '
tl ! [CONFIRM] > (amt-2,session-2) !
i i
' '
4 POS saves the 4
: transaction as approved :
A [RESULT] > X (connection lost] !
L >b
' '
! X € [ACK-RESULT] (amt-2,session-2) !
t3 [ e e -]
' '
' '
' '
' '
H [connection restored] H
' I
' '
: : ECR asks
T, R < [RESEND-ONE] (amt-2,session-2) Negrda Ho (XSS
2 L
t 1 [RESULT] > |
5 F 1
' '
t i < [ACK-RESULT] (amt-2,session-2) i
6 § P
' POS marks the 1
; transaction as ;
“ECR completed”
POS TRANSACTION FILE
TRANS ID AMT 000 ECR SESSION ECR COMPLETED
ID-1 amt-1 session-1 YES
ID-2 amt-2 session-2 NO(t,..tg) / YES(tg)
2
Eikova 5

[tO]

EFTPOS < [RESEND-ALL] < ECR

Av 10 EFTPOS £xeI QmoOnKeupéveg
MOTWTIKES OUVOAMQYEG mou
EKTEAEOTNKAV OUTOVOUX N XPEWOTIKEG
ouvaMayég Tmou  Eekivnoav amd  TO
EFTPOS w¢ MPopopTWHEVEG AMOOEIEEIQ
(Wéow pPOwWV REGRECEIPT) 4]
POPOPTWHEVX TIHOAGYIX TnG ECR , TOTE
To EFTPOS dev emTpénel TNV €mAoyn
AMOZTOAH TNAKETOY», BnAadA Tnv
EKKAOGPION TWV OUVOAMAYWV omd Tov
MAPOXO UMNPECIWV TANPWHWV KAl TRV
MoTWGN TOU EUTTOPOU.

Ze QUTAV TNV TTEPITITWGON O XEIPIOTAG TNG
ECR O6a mpémel va {nTAoel omd TO
EFTPOS péow €181KAG €VTOAAG TN AQWN
TWV EKKPEUWV XUTWV GUVOARYWV.

[t1]

To EFTPOS &ekiv& Kol oTEAvVEI 60EQ
OUVOAQYEQ

t1-t0 < 5 sec

11




e  ATAV MOTWTIKEG KI EKTEAEOTNKAV
oUTOVONQ ZTNV MEPITITWON KUTHA
eneidn dev eixav ECR session-
number, AUTO OTEAVETAI WG
POSTXN.

e ATV XPEWOTIKEG KI EKTEAEOTNKAV ME
B&on MPOPOPTWHEVES ATODEIEEIC )
MTPOPOPTWHEVK TIMOAOYIK.

EFTPOS - [RESULT] - ECR
EFTPOS < [ACK-RESULT] < ECR
EFTPOS - [RESULT] - ECR
EFTPOS < [ACK-RESULT] < ECR

EFTPOS - [RESULT] - ECR
EFTPOS < [ACK-RESULT] < ECR

Kar& 10 [RESEND-ALL] 8¢ oTéAvovTal
0cdouéva EKTUTTWONG OKOUN KI OV OUTH
unootnpiletan amdé Tnv ECR.

To TeAeutaio [RESULT] éxel pndevikd
M0G0, UNOEVIKO session number Kol gival
amoéppiyn, onuaivovrag TN AN TNg
XIMOGTOANG.

MNap&delyyax emMavaANWNG PONG YIX EKKPEMEIG OUVOANAYEG OmEIKOVI(ET)I oTNV
Eikova 6. To EFTPOS cemavoAaupavel tnv amootoAfi [RESULT] povo yix 2
OUVOAQYEG:

e T TNV ID-3, n onoia apop& MOTWTIKA CUVAAAGYN

e T Tnv ID-4, n omoix &ekivnoe and To EFTPOS kKaBwe avrioToixoUos oE
amddeIEn mou gixe AON €kdoOei amd TNV ECR Ko n omoia popTwOnkKe oTo
EFTPOS yix Tnv mAnpwpn TNG Y€ K&PTA.

12



EFTPOS TRANSACTION FILE
TRANS ID AMT ECR SESSION ECR COMPLETED
ID-1 amt-1 sessionl YES
I10-2 amt-2 sessiom2 YES
Ic-3 amt-3 - NO
Ic-4 amt-4 session-4 NO BN BN
\
ID-5 amt-5 session-5 YES \\‘ RN
\
ID-6 amt-6 session-6 YES \\‘ )
Y &
N
\ “
\
EFTPOS ECR [
T [
] 3 [}
i < [RESEND-ALL] i [
t, & g [
0T 7 S
: : i
i [RESULT]> (amt-3, POSTXN) i P
tl 1 1 ' 1
H & [ACK-RESULT] (amt-3,session-3) g [
'
t ; ] P
'
1 [RESULT]> (amt-4,sessiond) ] [
ta % i [
{
i &< [ACK-RESULT] (amt-4,session-4) : [
t4 e ] H /
' . 1 [
t il [RESULT]-> (0,0) - decline A ! g
5 . gy
1 1
i & [ACK-RESULT] (0, 0) H I
1. de d 1
6 ¢ q I
1 1 17
* + I'I
s
15-3 amt-3 POSTXN YES (t,) e~/
.
I0-4 amt-4 session-4 YES (t,) e’

Eikéva 6
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5. POH KAl MHNYMATA ANAAYTIKA

5.1. YYNTA=H TON MHNYMATON

K&Og pAVUPO ArmOTEAEITAI GO pIG KEPAAIBA KI £V KUPIWG MEPOC WC AKOAOUBWG:

BYTES NEPIrPA®H
01 MSG SIZE To péyedog Tou unvipaTog os bytes mou
OKOAOUOE:

(2 bytes, binary)
MSG SIZE: b0*256 + bl

2-4 | DIRECTION INDICATOR | XapaKTnpi{el TV mnyA Tou unvopaTog:
(3 bytes, ascii) ECR (am6 ECR mpog EFTPOS)
EFTPOS (a6 EFTPOS npog ECR)

5-6 PROTOCOL VARIANT | KaBopilel Tn pon Kal Tn AeIToupyia:
(2 bytes, ascii) 01.: default AsiToupyia (“variant 17)

02: n ECR avaoAauBA&vel TNV EKTUTIWON TNG
amddeiEng Tou EFTPOS (“variant 27)

7-8 PROTOCOL VERSION | KaBopilel Tn cUVTAEN OTO WM TOU
pNVUpoTog. MNa To TPOTEIVOHEVO TTPWTOKOANO

(2 bytes, ascii) n Tipi Tou givou 10.
9-... Kupiwg pépog Onwg MPodIayPXPETAI OTN CUVEXEIX.
pnvipaTog
(MSG SIZE-7)
EIAIKEZ NEPINTQZEIX

Tn ouvdeon péow RS232 Oa xpnolpomolsital wg TMPOOeuax oAOKAnpou ToU
pNVOpaTog (dNAadA TPIV KA&I &rmé To MpoBepa prkoug) n cupBoloceip& “ECR” A
“POS” avTIoTOIXWG KAl WG KATGANEN (dNAadi wg TeAeuTaio byte Tou Kupiwg
pMépoug) éva wneio LRC yix OUMTANPWMOTIKO EAEYXO OKEPXKIOTNTAC TOU
punvopaTog (BA. 5.14).

21n olvdeon péow middleware Ba xpnoipomolsiTal W MPOOEP OAOKANPOU ToU
pnvoparog n ocupPBolooceipi “ACQ<3-digits-acqld>TID<8-digits-POS-tid>", 6mou
ACQ 6a cival KA&moIoG KOOOPIoPEVOC TPIWAPIOE KWSIKOG TOU (POPEX
EKKOOG&pPIONG.

To Kupiwg HMEPOG TOU HNVUUKTOC OIMOTEAEITOl Omd £va MPOBepua KeEPpaAaiou
AXTIVIKOU YP&UUATOG TTOU XOPAKTNPIEI TOV TUTTO TOU, kkoAouBoUpevo armd media

14




(fields) MOU KI QUT& KOTG KAVOVO £XOUV WG TTPOBEPX Eva KEPaAXio yp&upa. K&Oe
medio pmopei va umodiaipeital og emuépoug media (subfields), mou n onuaoia
TOUG Ka@opileTal amd Tn 6£0n TOUG KAl HOVO.

Q¢ field separator xpnoigomoleital 1o ‘/’ Kol w¢ subfield separator 1o ‘. Qg
escape XUPOaKTAPKG opileTal 0 ‘\’, woTdo0 oTnV MP&EN SEV MPOKUTITEI AVAYKN VI
Xpnon escape XapakTipa. EToI TO KUPIiwG HEPOG KAOBE uNVUPATOG KOAOUBEI ThV
€&Ng olvTaEnN:

MSG BODY := <msg type>/<field>{/<field>{/<field>}...}

msg type := <letter>

field := {<letter>}<subfield>{:<subfield>{:<subfield>}...}
letter=A|B|C]|..|Z
subfield := 6Twg TPOBIAYPAPETAI O KAOE TEPINTWON

(TOmrog dedopévwy, MANBoG bytes, onuacia)

Mo Toug opIopolg TUMWV OEOOMEVWV  XPNOIMOTIOIOUVTRI Ol  OKOAOUOEQ
OUVTOLOYPOQPIES:

num - numeric, d&&I& oToixion Kol MARpwon pe O
an - alphanumeric, dgv emMTPEMOVTA SIKOTAMATA OUTE EI8IKOI XXPAKTAPES
anp - alphanumeric, emTpEMoOVTal SIKOTAUATO

ans - alphanumeric, EmTPEMOVTAI SIKOTAMATA KO E18IKOI XAPAKTAPES

5.2. MHNYMA [ECHO]

ZréAveTal amd Tnv ECR pe emAoyn Tou XeIpioTh (OUVABWE KATX TNV EYKATAGTAGCN)
via éAeyxo Tng olvdeong pe To EFTPOS. ZTnv nXw mpooTifevrai To terminal ID Kai
10 EFTPOS application version. EmonuaiveTal 0TI n €VTOAN QUTH QXMOCTEAAETAI
amd Tnv ECR oto EFTPOS xwpig Kpuntoyp&pnon.

TivTa
ECR REQUEST:

X/ <text>

EFTPOS RESPONSE:

15



X/ <text>/T<tid>:<app-version>

Zroixeio TOmog | MéyeOog | Mepiypagn
text anp 1..200 EAcUOEPO KEIPEVO, TO OTTOI0 AVAPEVETAI TO

id10 oTnV am&vrnon

tid an 1.8 Terminal ID

app-version ans 1..10 EFTPOS application version
Nap&deiyya:

ECR->EFTPOS: BYTES 23

00 17 l..

45 43 52 30 3231 30 58 2F 48 65 6C 6C 6F 20 66 | ECR0210X/Hello f

72 6F 6D 20 45 43 52 |rom ECR

EFTPOS->ECR: BYTES 42

00 2A 50 4F 53 30 32 31 30 58 2F 48 65 6C 6C 6F |.*P0OS0210X/Hello
20 66 72 6F 6D 20 45 43 52 2F 54 36 34 39 39 39 | from ECR/T64999
39 39 39 3A 31 2E 35 2E 32 33 2E 30 1999:8.5.23.0

EISIKOTEPXK, EMTPEMETAI VA& XPNolyomoindsi n GKOAoudn poppn TNG EVIOANG
ECHO, mpokeiyévou va evnuepwOei To EFTPOS amd Tnv ECR  yia Tov aplOud
puntTpwou Tng ECR, wote va umopécel To EFTPOS va umoB&Ael aitnon oto
NZ®HM Esend, yia Tnv AQwn Tou Master Key, Onwg meplyp&PeTAl OTNV
ap&ypapo 9:

X/INIT:ECRNumber

5.3. MHNYMA [AMOUNT]

ZréAvetal amd TNV ECR Kat& TNV évapén MIxG vEXG ayop&q.

TivTa
ECR REQUEST:

A/S<session number>/F<amount>:<cur-code>:<cur-exp>
/D<datetime>/R<ecr-id>/H<operator-number>/T<receipt number>

/M<custom-data>{/Q<mac>}
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ZTOIXEIO

Tomog

MéyeBoc

Nepiypagn

session number

an

AIXPOPETIKOG VI KAOE VEX ayop& 6-
wnAPIog apIBu6c. Mmopei va givai
O0KOAOUBIKOG, WeudoTuxaiog ) B&oel
&ANg olpBaonc.

To EFTPOS nipénel va eAéyxel mwe K&Oe
V€0 aiTNUO EPXETAI PE SIKPOPETIKO
session number a6 To MponyoUMEvo.

amount

num

1.12

To MoG6 TG SUVAAAQYAG

cur-code

num

0 I1SO 4217 KwdIKOG VOMIoUAKTOG
(978 yix €)

cur-exp

num

Ta dEKADIKK TOU VOUIOHATOG

2yix €)

datetime

num

14

Tpéxouoo N/ Vix KXl WPX GE HOPPN
YYYYMMDDhhmmss

ecr-id

an

11

Ap16uo6g unTpwou ECR

operator-number

an

1.8

KwdIKOg Topiak

receipt-number

an

1.8

MpoodeuTikOG apIBpoOg amodeigng ECR

custom-data

ans

1..100

Aedopéva mou Kabopilovral ava
TEPIMTWON KaI TOTTO TAPEIRKNAG,.

Av &g XpnoIPoTIOIEITAI XPKET VX
OTEAVETAI EVOG XXPAKTAPAKG TOU
pNndevog (“MO”).

Ze SUVOAAQYEC TTANPWHAG AOYaPIGOHOU
Tax custom-data mepIApB&vouv €151k
12-yRApio KwdIKO MAnpwHAG.

mac

an

T-DES mac pnxaviouoc yia Tn Bepaiwon
ToU yvnaiou Twv ECR airnuétwv. To
MAC unohoyileTai €mi TOu GUVOAOU ToU
pUNVOPOTOC IO TO YPXUUO-TTPOOEPX
péXpl 1o ‘/Q’ (XwpPig auTo).

Kar& cuupoon xpnoigomololvral T 4
mpwTa bytes Tou MAC (EKPPAOPEVT OE
ASCII).

To MAC &ivai urmoxpewTiké. Eivai
TTPOXIPETIKO HOVO OE KAOEOTWG
OUVTAPNONG TOU AOYIOMIKOU KAl
emiAuong mMpoBANU&TWY.
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Nap&deiypa:

ECR->EFTPOS: BYTES 81

00 51 1.Q

45 43 52 30 32 31 30 41 2F 53 30 30 31 30 30 38 |ECRO210A/S001008
2F 46 32 35 30 30 3A 39 37 38 3A 32 2F 44 32 30 | /F2500:978:2/D20
323230 35 32 34 31 30 32 35 31 37 2F 52 41 42 |220524102517/RAB
43 30 30 31 31 31 32 32 32 2F 48 31 32 31 2F 54 |C00111222/H121/T
31 30 32 30 2F 4D 30 2F 51 35 39 44 31 39 45 37 |1020/M0/Q59D19E7
44 ID

5.4. MHNYMA [CONFIRMED]

ZréAveTal Gueoa amd to EFTPOS wg an&vrnon oto opXIKO xiTnua ayop&e TnG
ECR, smBeBaiwvovTrag OTI n emegepyaoia Tou BPioKeTaI og EEENIEN.

TivTa
EFTPOS RESPONSE:

A/S<session number>/F<amount>/R<ecr-id>/T<receipt-number>

ZTOIXEIO ToOmog | MéyeBoc | Mepiypan

session number | an 6 Mpénel va gival T id1 ME UTO TOU
[AMOUNT] Kol xuTO vax eAEyXeTan &Imé Tnv

amount num | 1.12 ECR.

ecr-id an 11

receipt-number | an 1.8

Nap&deiyua:

EFTPOS->ECR: BYTES 41

0029 50 4F 53 30 32 31 30 41 2F 53 30 30 31 30 |.)POS0210A/S0010
30 38 2F 46 32 35 30 30 2F 52 41 42 43 30 30 31 |08/F2500/RABCO01
31313232322F 5431303230 111222/T1020

5.5. MHNYMA [RESULT]

ZréAdvetan omd 1o EFTPOS wg TEAIKA am&vrnon oTto apXIkKo aitnua ayop&g (A
&AANG ouvaAlayng) TNG ECR oxeTIKG pe TRV EKBaon TNG CUVAAQYAG.

H améavrnon umopei va £pBel dueoa (av apopi offline amdppiwn A £ykpion), ot
Aiya deuTepOAETTA (TUMIKA TTEPIMTWON online £€ykpiong) | GKOUN Kol TTEPIOOOTEPO

amd AenmTé av kabuoTepei n online emkoivwvia A n eicaywyn PIN. Zuviotaral
pUBuIoN timeout >150 sec otnv ECR.
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ZovTaén:

R/S<session number>/R<ecr-id>/T<receipt-number>{:<receipt-number>}

/M<custom-data>/C<rsp-code>{/D<trans-data>{/P<prn-data>}}

= To nedio <trans-data> emoTPEPETAI HOVO EPOGOV I CUVOANQRY EYKPIONKE,
onA 1o <rsp-code> givai 00.

To nedio <trans-data> ouvTiBETXI XIMO T AKOAOUOK OTOIXEICK:

<trans-data> =

<card-type>:<txn-type>:<cardpan-masked>:

<amount>:<amount-final>:<amount-tip>:
<amount-loy>:<amount-cb>:<bankld (Acqid) >:<terminalld>:
<batch-num>:<rrn>:<stan>:<authcode>:
<trans-datetime>:<txn-ecr-status>

= To medio <prn-data> cMOTPEPETAI EPOGOV &) N CUVAAAQYH EYKPIONKE B) TO
protocol variant otnv KepaAida Tou punviparog [AMOUNT] Atav 02 y) To
protocol variant oTnv Ke@aAida Tou pnvuparog [RESULT] sivan emiong 021,
‘Exel ouvOwg péyebog 1-4 Kb Kol OUVTIOETOl QMmO TIC OEIPEG TIPOG
ekTOnwon pali Pe KOOOPIOPEVOUC XOAPOKTAPESG HopPgoToinong, Omwe

TTPOJIYPAPETAI OTN CUVEXEIX.

ZTOIXEIO TOmog | MéyeBog | Mepiypapn
session number | an 6 Mpémel va gival T 91 ME KUTK TOU
] [CONFIRMED] Kol quTé vax eAEyXeTal omd Tnv
ecr-id an 11 ECR €KTOC KI &V IPOKEITA yIx TV akdAouBn
- eEaipeon 6mou TéTol0G £AeyX0G SV HTTOPET VX
receipt-number | an 1.8 yivel i} dev givou BéBaio 6TI O TIETUXEL.
(MP0o0deUTIKOG
(o (o][¢]1o]s
onjuavong oTiq E€aipeon: og mePIMTWON TOU TO PAVUPK
®TM,AAHME,EA [RESULT] épXeTl WG XMAVTNON OF PAVUPX
®AZY/PHMAZ) [RESEND-ALL], To session number pmopei va

£xel Tnv 1I81KA TIMA “POSTXN”, mou onuaivel
OTI n ouvaAayn Eekivnoe amd To EFTPOS. Z¢
QUTH TNV TIEPITITWGN TK OTOIXEIX:

o ecr-id kai receipt-number 6 £xouv

UNOEVIKA TIUA &V N GUVOAAGYT
paypaTomoindnke povo oro EFTPOS.

1 Mnopei va mpéner To POS va TUM®OE! THY GmoOSEIEN MANPWHAG HE KEPTX, Map& THY IKAvOTNTA
™™g ECR va 1o Tumwoel ekeivn. TéTola pmopei va gival n mepinmmwaon 6mou 1o CVM Tng K&pTag
amaITEl UTTOYPAP ToUu KaToxou Tng. EISIK&G oc ulomolfoesiq 6mou n ECR ekTtumwvel povo To
avTiypa@o amddeiEng mMANPWPAG ME KAPTK Tou TeAATn, €ival avaykaia n eKTUnwon Tou
QVTIYP&POU YIX TOV EUTIOPO TNG KMOSEIENG MANPWHAG ME KAPTK, armd To EFTPOS.
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e ecr-id kai receipt-number 6x £xouv pn
UNSEVIKA TIUA &V 1 OUVOAAXYH QVTIOTOIXEI
0E MPOPOPTWHEVN AMOSEIEN N TIHOADYIO
TTou €xouv kd00<i amd Tov PHM.

rsp-code

num

EFTPOS kKwdIKOG EKBAONG TNG CUVAAAQYNG:
00: emTuxic, CUVOAAQYA EYKPIONKE
33: yevIKOG KwBIKOG amoppIyPng

Z& OpPIOPEVEG UNOTTOINDEIC 0 KWAIKOG EKBaoNg
poodiopilel KKAUTEPA TO Abyo TNG amdppPIPnS
wq €&AG:

03: user cancellation or timeout
04: declined by the terminal

05: declined by the host

06: communication problem
09: bank’s host unreachable

66: system error in EFTPOS

card-type

an

1..20

0 Tumog Tng KapTag (Visa, Mastercard kAm)

txn-type

num

TOmog ouvaAayAg:
00: ayop&
01: akUpwon
02: emoTpopn
03: KATaAXWPENON MPOEYKPIONG
04: mail order

05: ayop& pe d60¢Ig

card-pan-masked

ans

14..19

0 apIBPOG TNG KAPTAG ME KOKAUMMEVD T
eVOIAPESO WNYPia.

amount

num

1.12

To moo6 TnG cuvaAayng. Mpénel va givai To
id10 pe autd Tou [CONFIRMED] Ko auTd vex
eAéyxeran amé Tnv ECR. To medio givai OeTIKO
OV TIPOKEITAI YIX TANPWHN HE K&PTA, EVM Eiva
apvnTiké (€xe1 To TpéoNUO HEioV) av MPOKEITXI
YIX EMOTPOPN OE K&PTO.

amount-final

num

1.12

Mmopei va dixpépel amd To amount oe
nepinTwon loyalty pe e§apydpwon A
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mpooOnKNGg pIAodwpnuarog. To edio eivai
0eTIKO av MPOKEITAl yiIx TANPWHIA HE KAPTA,
eV efval xpvnTik (€Xel To TpOoNHO Ueiov) av
TIPOKEITAI YIX EMOTPOPH 08 KAPTK.

amount-tip num 1.12 MNoco PpINOdWPANATOC

amount-loy num 1.12 Mood eEapylpwong loyalty

amount-cb num 1.12 Moo6 cashback

bankld (Acqid) num 1.3 KwdIKOC TOU MpOXOU UTINPECINV MANPWH®V i

NG TEAIKAG TPATE{XC EKKXO&PIONG.

XpNOIPO O€ SIKUOPPWOEIG PUE TIEPIOCOTEPEG
Tp&neleg eykpioswv (multiacquiring)

terminalld an 1.8 To terminal Id.
batch-num num 1..6 O apiBuog makéTou oto EFTPOS
rrn hum 0..12 To rrn TNG GUVAAQYAG

Z€ KATOIEC UNOTIOINOEIG MTTOPET VA EIVAI KEVO
otnv nepintwon offline a/ywv.

stan num 1..6 0 ap16pog ouvaAlayng oto EFTPOS

authcode an 6..8 0 KWJIKOG EyKpIoNng

trans-datetime num Hu/via Kol wpa £yKPIoNg o€ HopPPN
YYYYMMDDhhmmss

txn-ecr-status num 1 XapaKTnpeilel TN cUVOAQYA WG TPOG TNV

emkoivwvia pe Tnv ECR

e 0 - évapén amd ECR - emituxia

e 1-¢évapén amd ECR - amoTtuxia atnv
oAokApwaon (axpxiké RESULT)

e 2 - ¢évapén oto EFTPOS pe xpnon
oToIxeiwv mpopopTwuévng AAM/AMY/
TipoAoyiou

e 3 - évapén oro EFTPOS e oToixeia
AAMN/ANY/TiHoAoyiou Ta omoix £Xouv
EVTOTIIOTEI GE TIPOYEVEDTEPN EYYPAPN
Tou EFTPOS.

e 4 - évapén amd EFTPOS xwpig
€100YWYN OTOIXEIWV
AAIMN/ANY/TiIyoAoyiou (KVTIGTOIXEI O€
BA&BN Tng ECR).

e 5 - Aduvapia emkoivwviag ECR-
EFTPOS Aoyw BAGBNC TWV EMPEPOUS
ouoTnu&Twy diaolvdsonc (BA&BN
UTTO30UNQ).
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prn-data ans 0..4Kb ZuvTtifeTan amd oeIpég TPOC EKTUMWGN KAl

w¢ akoAoUBwg:

AoyoTutiou

(rm.x. loyalty)

less

XXPOKTAPWV

=  OxOA - cAhayn} Yypappng
=  Ox1B 0x01 - ekTUNwon BaoikoU

XAPOKTAPEG EAEYXOU YIX €1DIKN HopPoTIoinon

= Ox1B 0x02 - ekTUnwon 2°¢ A\oyéTumiou
*  Ox1B 0x03 - ekTUTIWON £IKOVIdiou c-

= Ox1B 0x04 wq Ox1B 0x06
OEOHUEUMEVA VI XPON EIKOVISiWV

= Ox1B 0x07 wg Ox1B 0x09
deopcupéva yia xprion BAR/QR codes

=  0x1B 0x0C - maxuon yia eKTUMwon
QVTIYP&POU TTEAGTN

=  Ox1B 0x43 - oToixion KEVTPO

=  0Ox1B 0x52 - oToixion de&1&

=  Ox1B 0x4C (‘L’) - oToixion apiotep&
(default et amd véa ypauun)

= Ox1B Ox4E (‘N’) - xprion XXpoKTHPwWv
KavovikoU peyédoug (default)

= Ox1B 0x42 (‘B’)- xprion bold

= Ox1B 0x53 (‘S’) - xpion XXPAKTAPWV
MIKpoU pey£Ooug.

EMNVIKOi XxpaKTApeG oTéAvovTal o€ ISO-
8859-7. KupiAikoi og ISO-8859-5.

Noapadeiyyora:

1. Nap&delypa améppIPns

[220524 184605] ECR connection from [10.1.101.129]

ECR->EFTPOS: BYTES 81

0051 |1.Q

4543 523031313041 2F53 303031303439 |ECRO110A/S001049
2F 46 323530 30 3A 39 37 38 3A 32 2F 44 32 30 | /F2500:978:2/D20
3232303532343137343233312F524142 |220524174231/RAB
4330303131313232322F48 313231 2F54 |C00111222/H121/T
313034 34 2F 4D 30 2F 51 36 42 32 38 37 45 39 |1044/M0/Q6B287E9
35 |15

EFTPOS->ECR: BYTES 41

0029 50 4F 533031313041 2F 53 30303130 |.)POS0110A/S0010
34 39 2F 46 32 35 30 30 2F 52 41 42 43 30 30 31 |49/F2500/RABC001
31313232322F 54313034 34 111222/T1044

[220524 184606] ECR request

[220524 184610] TXN-C [1][552053xxxxxx9096][000000002500]
[220524 184616] Connecting (0) to [........ 1

[220524 184618] T [280]===>

[AMOUNT]

[CONFIRMED]

online
authorization
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[220524 184619] <===H [128]

[220524 184622] TXN-C declined (75) rrn=214430253013

EFTPOS->ECR: BYTES 42

00 2A 50 4F 53 30 31 31 30 52 2F 53 30 30 31 30 |.*POS0110R/S0010
34 39 2F 5241 42 43 30 30 31 31 31 32 32 32 2F |49/RABC00111222/
54 3130 34 34 2F 4D 30 2F 43 33 33 |T1044/M0/C33

[220524 184626] ECR connection closed

[RESULT]

2. Napadeiyua £yKpiong (Xwpic amooToA dedopévwy ekTinwong - “variant-1”):

[220524 185118] ECR connection from [10.1.101.129]

ECR->EFTPOS: BYTES 81

0051 1.Q

4543 523031313041 2F53 303031303530 |ECRO110A/S001050
2F 46 32 30 30 30 3A 39 37 38 3A 32 2F 44 32 30 | /F2000:978:2/D20
3232303532343137343734342F524142 |220524174744/RAB
4330303131313232322F48 313231 2F54 |C00111222/H121/T
313034 352F 4D 30 2F 51 31 45 44 45 43 43 44 |1045/M0/Q1EDECCD
39 19

EFTPOS->ECR: BYTES 41

0029 50 4F 5330 31313041 2F 53 30 30 31 30 |.)POS0110A/S0010
3530 2F 46 3230 30 30 2F 52 41 42 43 30 30 31 |50/F2000/RABC0O01
31313232322F 5431303435 111222/T1045

[220524 185118] ECR request

[220524 185124] TXN-L [1][422164xxxxxx5257][2000]

[220524 185129] Connecting (0) to [........ 1

[220524 185131] T [117]===>

[220524 185135] TXN-L authorized (890753) rrn=214430253014
EFTPOS->ECR: BYTES 147

00 93 50 4F 53 30 3131 30 52 2F 53 30 30 31 30 |..POS0110R/S0010
35302F 5241424330 303131313232 322F |50/RABC00111222/
54 31 30 34 35 2F 4D 30 2F 43 30 30 2F 44 56 69 |T1045/M0/C0O0/DVi
73612043 72656469 74 3A 30 30 3A 34 32 32 |sa Credit:00:422
313634 2A2A 2A 2A 2A 2A 3532 35 37 3A 32 30 |164******5257:20
30303A323030303A303A303A303A3131|00:2000:0:0:0:11
3A 36 34 39 39 39 39 39 39 3A 31 32 36 3A 32 31 |:64999999:126:21
3434 33303235333031 34 3A38363A3839|4430253014:86:89
30373533 3A3230323230353234313835|0753:20220524185
3133353A30 |135:0

ECR->EFTPOS: BYTES 41

00 29 |.)

45 43 52 30 31 3130 52 2F 53 30 30 31 30 35 30 |ECR0110R/S001050
2F 524142 43 30 303131313232322F 46 32 |/RABC00111222/F2
3030302F 5431303435 |]000/T1045

[220524 185136] ECR connection closed

[AMOUNT]

20,00€

[CONFIRMED]

online

authorization

[RESULT]

[ACQ-RESULT]

3. Nap&deiypa £yKpiong (M XITOCTOAN dedopévwy eKTUTIWONG - “variant-2”):

[220524 190150] ECR connection from [10.1.101.129]

ECR->EFTPOS: BYTES 80

00 50 |.P

4543 523032313041 2F53 303031303533 |ECR0210A/S001053
2F 46 35 30 30 3A 39 37 38 3A 32 2F 44 32 30 32 | /F500:978:2/D202
32303532343137353831352F 52414243 |20524175815/RABC
30303131313232322F483132312F 54 3100111222/H121/T1

[AMOUNT]
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3034 382F 4D 30 2F 51 36 43 30 42 38 38 35 42 | 048/M0/Q6C0B885B
EFTPOS->ECR: BYTES 40

00 28 50 4F 53 30 3231 30 41 2F 53 30 30 31 30 |.(POS0210A/S0010
3533 2F 46 3530 30 2F 52 41 42 43 30 30 31 31 | 53/F500/RABC0011
313232322F 5431303438 11222/T1048

[220524 190150] ECR request

[220524 190154] TXN-L [1][422164xxxxxx5257][500]

[220524 190209] Connecting (0) to [........ |

[220524 190213] T [276]===>

[220524 190214] <===H [152]

[220524 190214] TXN-L authorized (890755) rrn=214430253016
EFTPOS->ECR: BYTES 1235

04 D3 50 4F 53 30 32 31 30 52 2F 53 30 30 31 30 |..P0OS0210R/S0010
35332F 52414243 303031 31313232322F |53/RABC00111222/
54 31 30 34 38 2F 4D 30 2F 43 30 30 2F 44 56 69 |T1048/M0/C00/DVi
73612043 72656469 74 3A 30 30 3A 34 32 32 |sa Credit:00:422
313634 2A2A2A2A2A 2A 3532 3537 3A 35 30 |164******5257:50
303A3530303A303A303A303A31313A36|0:500:0:0:0:11:6
34 393939393939 3A 313236 3A 323134 34 |4999999:126:2144
33303235333031363A 3839 3A38393037 |30253016:89:8907
35353A3230323230353234 3139303231 |55:2022052419021
333A302F 50 1B 01 OA 1B 4E C4 4F 4B 49 4D 41 | 3:0/P...N.OKIMA

D3 54 49 4B 4F D3 20 45 4D DO 4F 50 4F D3 OA 1B |.TIKO. EM.OPO...

4E 54 45 53 54 20 50 4F 53 OA 1B 4E 31 38 35 34 |NTEST POS..N1854
372C2020D045495041 4941 D3 0A0A1B53 |7, .EIPAIA....S
Ci1D12ED4C1CCC5C9C1CAC7D33A204142|...........AB
4330303131313232320A1B53D7C5C9D1|C00111222.S....
COD3D4C7D33A203132310A1B53C1D1 2E |..... 121.S...
D3D5CDC4C5D3C7D33A20313035330A1B |......... 1053..
53C1D12EC1CBDO2FC1DOD53A 20313034 |S....../... 104

38 0A OA 1B 4E 32 34 2F 30 35 2F 32 30 32 32 1B |8...N24/05/2022.
52 1B4E 3139 3A 3032 0A 1B 43 1B 42 56 69 73 |R.N19:02..C.BVis
612043726564 69 74 0A OA 1B 4E 2A 2A 2A 2A |a Credit...N****

2A 2A 2A 2A 2A 2A 2A 2A 3532 3537 OA OA 1B 43 | ********5257 .C
1B 53 28 28 28 63 6F 6E 74 61 63 74 6C 65 73 73 |.S(((contactless

29 29 29 0A 1B 43 1B 53 56 49 53 41 20 43 4F 4E |)))..C.SVISA CON

54 41 4354 4C 4553 53 0A 1B 43 1B 42 C1 C3 CF |TACTLESS..C.B...

D1 C12D 53 41 4C 45 0A 1B 42 DO CF D3 CF 2F C1 |..-SALE..B..../.

CCD4 3A1B52 1B 42 35 2C 30 30 20 45 55 52 0OA |....R.B5,00 EUR.

OA 1B 4E C1 D1 2E D4 C5 D1 CC C1 D4 C9 CA CF D5 |..N.............

3A 2036 34 39 39 39 3939 39 0A 1B 4E C1 D1 2E |: 64999999..N...
DOC1CAC5D4CFD53A203132360A1B4EC1 |....... 126..N.
D12ED3D5CDC1CBCBC1C3C7D33A203839|............. 89
OA1B4ECAD9C4 2EC5C3 CAD1C9D3C7 D3 3A |..N............:
2038393037 3535 0A 1B 4E 52 52 4E 3A 20 32 | 890755..NRRN: 2
313434 33303235333031360A0A1B 534D |14430253016...SM
4944 3A20313233343831342030303037 |ID: 1234814 0007
OA 1B 534C 31312076 312E352E32332E30].SL11v1.5.23.0
OAOA 1B 53 4150 2E4C 41 42 45 4C 3A 20 56 69 |..SAP.LABEL: Vi
73612043 72656469 74 OA 1B 53 41 49 44 3A |sa Credit..SAID:
2041303030303030303033313031300A | A0000000031010.
1B431B42 D6 D5CBC1 CED4 C520D4 CF20C1 |.CB....... ...
CDD4C9C3D1C1D6CFOA1B431B42C1CDD4 |.......... C.B...
CO9C3D1C1D6CF20C5CCDOCFD1LCFD50A 1B |.cccvt veereenne

43 1B422A2A2A2A20C5D5D7C1 D1 C9 D3 D4 |C.B**** ...
CFD5CCC5202A2A2A2A 0A 1B4EOA OAOQAOA |.... ****_N....
OA1B0OC1B010A1B4EC4 4F4B 494D 41 D354 |....... N.OKIMA.T

49 4B 4F D3 20 45 4D DO 4F 50 4F D3 OA 1B 4E 54 |IKO. EM.OPO...NT
45 53 54 20 50 4F 53 OA 1B 4E 31 38 35 34 37 2C |EST POS..N18547,

[CONFIRMED]

online
authorization

[RESULT]
Me dedopéva
EKTUTIWONC.

To amotéAsopa
NG EKTUTIWONG
PAIVETAI OTHV
Eikéva 7
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2020D045495041 4941 D3 0A0A 1B 53 C1D1 | .EIPAIA....S..
2ED4C1CCC5C9C1CAC7D33A2041424330]........... ABCO
303131313232320A1B53 D7 C5C9 D1C9 D3 |0111222.S......

D4 C7D33A203132310A1B53C1D12ED3D5 |...: 121.S.....
CDC4C5D3C7D33A20313035330A1B53C1 |....... 1053..S.
D12EC1CBDO2FC1 DO D53A 20313034 380A |...../.... 1048.

OA 1B 4E 32 34 2F 30 35 2F 323032 32 1B 52 1B |..N24/05/2022.R.
4E 31 393A30320A 1B 43 1B 42 56 69 73 61 20 |[N19:02..C.BVisa

43 72 65 64 69 74 OA OA 1B 4E 34 32 32 31 36 34 |Credit...N422164
2A2A2A2A2A2A 35323537 0A 0A 1B 43 1B 53 | ******5257...C.S
28 28 28 63 6F 6E 74 61 63 74 6C 65 73 73 29 29 |(((contactless))

29 0A 1B 43 1B 53 56 49 53 41 20 43 4F 4E 54 41 |)..C.SVISA CONTA
4354 4C 4553 53 0A 1B 43 1B 42 C1 C3 CF D1 C1 |CTLESS..C.B.....

2D 5341 4C 45 0A 1B 42 DO CF D3 CF 2F C1 CC D4 |-SALE..B..../...

3A 1B 52 1B 42 35 2C 30 30 20 45 55 52 OA OA 1B |:.R.B5,00 EUR...

4E C1 D1 2E D4 C5D1CCC1 D4 C9 CACFD53A20 |N............:

36 34 39 39 39393939 0A 1B 4E C1 D1 2E DO C1 |64999999..N.....
CA C5D4 CFD53A203132360A1B4E C1 D1 2E |...... 126..N...
D3D5CDC1CBCBC1C3C7D33A2038390A1B|........... 89..

4ECA D9 C4 2EC5C3 CAD1C9D3C7D33A2038 |N............ 8
393037 3535 0A 1B 4E 52 52 4E 3A 20 32 31 34 |90755..NRRN: 214
34 33303235333031360A0A1B 534D 49 44 |430253016...SMID
3A203132333438313420303030370A1B |:1234814 0007..
534C 31312076 31 2E 35 2E 32 33 2E 30 OA OA |SL11v1.5.23.0..

1B 53 41 50 2E4C 41 42 45 4C 3A 20 56 69 73 61 | .SAP.LABEL: Visa
204372656469 74 0A 1B 53 41 49 44 3A 20 41 | Credit..SAID: A
303030303030303033313031300A1B 43 |0000000031010..C
1B42C1CDD4C9C3D1C1D6CF20D0OC5CBC1 |.B......... ....

D4 C70A 1B 43 1B422A2A2A2A20C5D5D7 C1 |...C.B**** .

D1 C9 D3 D4 CF D5 CC C5 20 2A 2A 2A 2A 0OA 1B 4E |........ *x%xx N

OA OAOAOAOA [

ECR->EFTPOS: BYTES 40

00 28 1.(

45 43 52 30 32 31 30 52 2F 53 30 30 31 30 35 33 |ECR0210R/S001053
2F 524142 43 30303131313232322F 46 35 |/RABC00111222/F5
3030 2F 54 31 30 34 38 |00/T1048

[220524 190216] ECR connection closed

[ACQ-RESULT]
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Jm — u:
AOroTYNO TPANEZAZL

GOKIMAETIROZ EMNGPOZ
TEST POS
18547, TEIPAIAL
AP TAMEIRKHE:
AETPIETHE: 121

RBCOOL]1222

AP EYNAEZHI: 1053
AP AAN/ANY: 1048
24/05/2022 19:02

Visa Credit

thlllillliiazsj

({(contactless)))
VISA CONTACTLESS
ATOPA-SALE
MOLO/AMT: 5,00 EUR

AP TEPMATIROY:
APLTAKETOY: 126
AP EYNARMATHE: 89
ROALETKPIEHI: 8490755
RRN: 214430253016

GAGGGGGG

MID:y 1234814 0007
L11 v1.5.23.0

AP LABEL: Visa Credit
RID: AODOODOOOOOSIOL0
$YAAZTE TO ANTITPASO
ANTITPAO EMNOPOY
*xx% EYXAPIETOYME xxx¥

JI_
AOroTYnNoO TPANEZAZL

AOKIMAETIKOZ EMNOPGE
TEST POS
18547,

NETPAIAL

AP.TAMEIAKHE: ABCOOLLLZ2Z
YEIPIETHE: 121

AP IYMAERHE: 1053
ABLRAN/ANY: 1048
24/05/2022 19:07
Visa Credit

4221643 2+ 4425257

({({contactless)))
VISA CONTACTLESS
ATOPA-SALE
MOLO/AMT: 5,00 EBUR °
AP.TEPMATIKOY: £46900G9
AP.MAKETOY: 126
AP.EYNAAMATHE: 39
KQA ETKPITHE: 880755
REN: 214430253016
MID: 1234814 0067
L1l 1.5,23.0

RILLABEL: Visa Credit
RID: RAOODOODOGOOS3LO10
ANTITPAGO NEAATH
¥kt EYXAPICTOYME #hi+

Eikéva 7

5.6. MHNYMA [ACK-RESULT]

ZréAveTan amd Tnv ECR wg emBepaiwon Ayng Tou [RESULT].
Z0vTa
ECR RESPONSE:

R/S<session number>/R<ecr-id>/F<amount>

/T<receipt-number>{:<receipt-number>}

ZToixeio TOmog | MéyeBog | Mepiypan
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session number | an 6 Mpémel va gival T id16 ME AUTE TOU
[RESULT] Kol auTé vax EAEYXETXI XTTO TO

ecr-id an 11 EFTPOS.
amount hum 1..12
receipt-number | an 1.8 EZaipeon: (BA. pAivupa [RESULT))

Nap&deiyya: oTnv evoTnTa 5.5 VIA TIG TEPIMITWOEIG 2 KAl 3.

5.7. MHNYMA [REGRECEIPT]

ZtéAlvetanl amé TV ECR pe otoixeio AMA mou €KOOONKE yIX ETEPOXPOVICHEVN
mANpwMNA (X yIx map&doon K&T oikov). MpokeITal yix TN dIadIKKoIx PpOopTWoNG
oto EFTPOS amodei&ewv i TipoAoyiwv mou AdN ekd60OnKav amd Tov ®HM, Kai T
omoix mpénel va e£0pAn0oUlV pE KAPTA XPYOTEPQ.

To EFTPOS kaTaxwpei Tx oToIxeix TnNG amodeigng (moood, session nhumber, receipt
number) Kol Tx £xe1 SIOE0IPA TTPOG XPNOoN Via 24 WPEC.

Eivai id610 pe To pvupa [AMOUNT] ue e€axipeon 1o apxiké ocUpBoAo mou givaar W.

To medio custom-data pmopei va pEPEI KAMoI oUVTOMN onueiwaon, wg eAelBePO
KEIMEVO, OXETIKA PE TNV MTANPWHI.

TivTa
ECR REQUEST:

W/S<session number>/F<amount>:<cur-code>:<cur-exp>
/D<datetime>/R<ecr-id>/H<operator-number>/T<receipt number>

/M<custom-data>{/Q<mac>}

Nap&delyua:

[220711 115333] ECR connection from [10.1.101.217]

ECR->EFTPOS: BYTES 81

00 51 1.Q

45 43 52 30 31 31 30 57 2F 53 30 30 31 35 37 33 |[ECRO110W,/S001573
2F 46 35 30 30 30 3A 39 37 38 3A 32 2F 44 32 30 | /F5000:978:2/D20
323230 37 31 31 31 30 35 30 30 39 2F 52 41 42 |220711105009,/RAB
43 30 30 31 31 31 32 32 32 2F 48 31 32 31 2F 54 |C00111222/H121/T
31 32 32 38 2F 4D 30 2F 51 33 30 41 44 44 38 41 |1228/M0/Q30ADDSA
33 E

EFTPOS->ECR: BYTES 12

00 0C 50 4F 533031 3130452F303030  |..POSO110E/000
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5.8. MHNYMA [RESEND-ONE]

ZréAvetal omd TRV ECR per& amd emAoyf Tou XEIPIOTH, OTNV TTEPIMTWON TOU TO
EFTPOS svékpive Tn cuvaAAayr) dAA& amméTuxe n armooToA Tou [RESULT].

TivTa
ECR REQUEST:

0/S<session number>/F<amount>:<cur-code>:<cur-exp>

/R<ecr-id>/T<receipt-number>{/Q<mac>}

ZTOIXEIO ToOmog | MéyeBoc | Mepiypan

session number | an 6 Mpénel va TaIpI&{OUV e QUTK TNG
T 5 ouvaAaynG TTou eykpidnke oto EFTPOS.
cur-code hum |3

cur-expo hum 1

ecr-id an 11

receipt-number | an 1.8

mac an 8 (BA. [AMOUNT))

Napa&deiyua:

[220524 193308] ECR connection from [10.1.101.135]

ECR->EFTPOS: BYTES 56

00 38 |.8

45 43 52 30 31 31 30 4F 2F 53 30 30 31 30 35 38 |ECR01100/S001058
2F 46 3135303A 3937383A322F 52414243 |/F150:978:2/RABC
30303131313232322F54 31303531 2F51|00111222/T1051/Q
4637 313637413946 |F7167A9F

[220524 193309] ECR request

EFTPOS->ECR: BYTES 145

0091 50 4F 53 30 31 31 30 52 2F 53 30 30 31 30 |..POS0110R/S0010
3538 2F 52414243 303031 31313232 322F |58/RABC00111222/
54 31 30 35 31 2F 4D 30 2F 43 30 30 2F 44 56 69 |T1051/M0/C00/DVi
73612043 726564 69 74 3A 30 30 3A 34 32 32 |sa Credit:00:422
313634 2A2A2A2A2A2A 35323537 3A 3135 |164******5257:15
303A 3135303A303A303A303A31313A36|0:150:0:0:0:11:6

34 393939393939 3A 313236 3A 323134 34 |4999999:126:2144
33303235333031393A39323A38393037 |30253019:92:8907
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313A31 |1:1
ECR->EFTPOS: BYTES 40
00 28

35302F 5431303531 |50/T1051
[220524 193310] ECR connection closed

3538 3A 3230323230 353234 3139 3332 30 |58:2022052419320

4543 523031313052 2F 53 303031303538 |[ECRO110R/S001058
2F 524142 43 30 30 31 31 31 32 32 32 2F 46 31 | /RABC00111222/F1

5.9. MHNYMA [RESEND-ALL]

ZréAvetal amd TRV ECR petr& amd emAoyr Tou XEIPIGTH, OTNV TEPIMTWON TOU TO
EFTPOS &ev pmopei v KAEiosl MAKETO AOYw GUVOAQYWV OF EKKPEMOTNTA WG

npo¢g Tnv ECR.
Zovta
ECR REQUEST:

L/R<ecr-id>/D<datetime>{/Q<mac>}

Element name | Type | Size Description

ecr-id an 11 To EFTPOS mpémel va MXPOXK&UTITEI
OUVOAQYEG TTOU €X0oUV AnpOei amd
diapopeTikn ECR.

datetime num 14 (BA. [AMOUNT]))
mac an 8 (BA. [AMOUNT))
Nap&deiypa:

[220711 121010] ECR connection from [10.1.101.217]
ECR->EFTPOS: BYTES 47

00 2F W

45 43 52 30 31 31 30 4C 2F 52 41 42 43 30 30 31 |ECRO110L/RABC001
313132 32 32 2F 44 32 30 32 32 30 37 31 31 31 |11222/D202207111
3130 36 34 35 2F 51 36 43 34 38 33 46 4345 |10645/Q6C483FCE
EFTPOS->ECR: BYTES 132

00 84 50 4F 53 30 31 31 30 52 2F 53 50 4F 53 54 |..POSO110R/SPOST
58 4E 2F 52 2F 54 2F 4D 30 2F 43 30 30 2F 44 56 | XN/R/T/M0/C00,/DV
69 73 61 20 43 72 65 64 69 74 3A 30 30 3A 34 33 |isa Credit:00:43

32 34 38 33 2A 2A 2A 2A 2A 2A 34 31 38 35 3A 32 |2483******4185:2
35 30 30 3A 32 35 30 30 3A 30 3A 30 3A 30 3A 31 |500:2500:0:0:0:1

31 3A 36 34 39 39 39 39 39 33 3A 32 33 3A 32 32 |1:64999993:23:22
323232323130 30 30 30 31 3A 31 35 33 3A 31 | 2222100001:153:1
3233 34 35 37 3A 32 30 32 32 30 37 31 31 31 32 | 23457:2022071112
303035373A35 |0057:5

ECR->EFTPOS: BYTES 41

00 29 1)

Ayop& 25€ pe TIHOAGYIO
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45 43 52 30 31 3130 52 2F 53 30 30 31 35 37 34 |ECRO110R/S001574
2F 52414243 30303131313232322F46 35 |/RABC00111222/F5
3030302F 5431323238 |1000/T1228

ECR ACK RES: RESULT OF PARSING

S$=[001574] amt=[5000] ecr=[ABC00111222] rcp=[1228]

EFTPOS->ECR: BYTES 145

0091 50 4F 53 30 3131 30 52 2F 53 31 35 37 33 |..POS0110R/S1573
2F 524142 43 30303131 313232322F54 31 |/RABC00111222/T1
323238 2F 4D 30 2F 43 30 30 2F 44 56 69 73 61 |228/M0/C00/DVisa
2043 726564 69 74 3A 30 30 3A 34 33 32 34 38 | Credit:00:43248
332A2A2A2A 2A 2A 34 31 38 353A 353030 30 |3******¥4185:5000
3A 35303030 3A 30 3A 30 3A 30 3A 3131 3A36 |:5000:0:0:0:11:6

34 39 39 39 39 39 33 3A 3233 3A 32 32323232 |4999993:23:22222
323130303030323A3135343A31323334|2100002:154:1234
35383A32303232303731313132303132|58:2022071112012
34 3A 32 14:2

ECR->EFTPOS: BYTES 41

00 29 1)

4543 52 30 31 3130 52 2F 53 30 30 31 35 37 34 |ECR0110R/S001574
2F 524142 43 30 303131313232322F 46 35 |/RABC00111222/F5
3030302F 5431323238 ]000/T1228

ECR ACK RES: RESULT OF PARSING

S$=[001574] amt=[5000] ecr=[ABC00111222] rcp=[1228]

EFTPOS->ECR: BYTES 147

00 93 50 4F 53 30 31 31 30 52 2F 53 50 4F 53 54 |..POS0110R/SPOST
58 4E 2F 5241 42 43 30 30 31 31 31 32 32 32 2F | XN/RABC00111222/
54 31 32 33 30 2F 4D 30 2F 43 30 30 2F 44 56 69 |T1230/M0/C0O0/DVi
73612043 72656469 74 3A 30 30 3A 34 33 32 |sa Credit:00:432

34 38 332A2A2A2A2A 2A 34 31 38 35 3A 32 30 |483******4185:20
30303A323030303A303A303A303A3131|00:2000:0:0:0:11
3A 36 34 39 39 39 39 39 33 3A 32 33 3A 32 32 32 |:64999993:23:222
323232313030303034 3A3135353A3132[|222100004:155:12
333436303A 323032323037 3131313230 |3460:20220711120
3230313A32 1201:2

ECR->EFTPOS: BYTES 41

00 29 l.)

45 43 52 30 31 3130 52 2F 53 30 30 31 35 37 34 |ECRO110R/S001574
2F 524142 43 30303131313232322F46 35 |/RABC00111222/F5
3030302F 5431323238 ]000/T1228

ECR ACK RES: RESULT OF PARSING

S$=[001574] amt=[5000] ecr=[ABC00111222] rcp=[1228]

EFTPOS->ECR: BYTES 39

00 27 50 4F 53 30 3131 30 52 2F 53 30 30 30 30 |.'POS0110R/S0000
30302F 52414243 303031313132 32322F |00/RABC00111222/
54 30 2F 4D 30 2F 43 33 33 |TO/MO/C33

[220711 121012] ECR connection closed

Ayop& 50€ péow TnNg
poric REGRECEIPT

Ayop& 25€ pe
MANKTPOAOYNnon Tou
op16pol AAM and Tov
XEIPIOTH.

5.10. MHNYMA [ERROR]

ZréAveTtal amd To EFTPOS wg &Gueon anm&vrnon oto apXiko aitnua tng ECR oTig

TIEPITITWOEIG TTOU deV £ivail SUVATH N eMe&Epynoia Tou.

Tivta
EFTPOS RESPONSE:
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E/<error code>

ZToixeio TOmog | MéyeOog | Meplypapn

error code num |3 001: “protocol not supported”
002: “duplicate request received”
003: “Syntax error in request”
004: “Invalid currency”

100: “Internal EFTPOS error”
500: “Invalid command”
501: “Wrong parameter”
502: “Missing MAC”

503: “MAC error”

504: “MAC not supported”
777: “EFTPOS not connected”
999: “BUSY”

EneEnynosic av& KwdiKo:

1. Kwdik6g 001: pn ummootnpi{opevo mMPwTOKOANO. QOTOCO N AMAVTNON TOU
EFTPOS xpnoiporolei oTnv KEPaAIdX Ta idIx version Kal variant Tou
airpoarog Tng ECR.

2. Kwdikég 002: To session humber givai To i810 pe auTd TNG MponyoUpEVNG
o/ynAe.

3. Kwdikdg 003: oUVTOKTIKO AGOOC OTO OWHK TOU MNVUMATOG.

4. Kwdikog 004: n TXpEIRKN OTEAVEI TOGO GE SIXPOPETIKO VOUIOUNK KO aXUTO
Tou EFTPOS.

5. Kwdikog 100: sowTepIKO MpopAnua Tou EFTPOS.

6. Kwdikog 500/501: otéAveTan oTny mepinTwon pn Eykupou [CONTROL]
pnvOpaTOoG.

7. Kwdikog 502: oto aitnua ECR Acimel MAC medio evi €ival UTTOXPEWTIKO

8. Kwdikoég 503: 1o aitnua ECR £xe1 AdBog MAC

9. Kwdikoég 504: to EFTPOS dev pumopei va umootnpi&el MAC (mr.x. Asimouyv
KAEIB1X)

10.KwdIKOg 777: pn ouvdedepévo EFTPOS (dsopcupévog KwdIKOC yia
middleware)

11.Kwdikdg 999: To EFTPOS civai KaTeIAnuuévo (Mm.X. eKTEAOUVTAI XEIPIOUOI
oo TO MEVOU, ETTIKOIVWVET YIX TIAPAUETPOUG KAT).
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INUEIWON: KAT& TO XPOVIKO OdikoTnua €EumnpETnong OuvaAAayng
npoepxopevng amd Tnv ECR, To EFTPOS dev pumopei va amokp10gi og GAAO
aiTNUA 0UTE KAT& TNV EKTUMTWON TN XIMOJEIENG TNG TPEXOUOXKS G/YAG.

Nopadsiyyora:

1. Aitnua amd ECR ot karelAnuuévo EFTPOS

ECR->EFTPOS: BYTES 80
00 50 |.P

45 43 52 30 32 31 30 41 2F 53 30 30 31 30 31 35 | ECR0210A/S001015
2F 46 32 35 30 3A 39 37 38 3A 32 2F 44 32 30 32 | /F250:978:2/D202
3230 35 32 34 31 32 33 32 32 39 2F 52 41 42 43 |20524123229/RABC
30 30 31 31 31 32 32 32 2F 48 31 32 31 2F 54 31 |00111222/H121/T1
30 32 37 2F 4D 30 2F 51 33 42 35 34 30 37 33 46 |027/M0/Q3B54073F
EFTPOS->ECR: BYTES 12

00 0C 50 4F 5330 323130452F 393939  |..POS0210E/999

2. Aimnpa amé ECR mou éxel puOpiopévo &ANO VOMIoHX

ECR->EFTPOS: BYTES 81

00 51 1.Q

45 43 52 30 32 31 30 41 2F 53 30 30 31 30 31 36 | ECR0210A/S001016
2F 46 32 30 30 30 3A 36 34 31 3A 32 2F 44 32 30 | /F2000:641:2/D20
3232 30 35 32 34 31 32 33 35 32 30 2F 52 41 42 |220524123520,/RAB
43 30 30 31 31 31 32 32 32 2F 48 31 32 31 2F 54 |C00111222/H121/T
31 30 32 38 2F 4D 30 2F 51 46 38 32 38 36 42 39 | 1028/M0/QF8286B9
32 12

EFTPOS->ECR: BYTES 12

00 0C 50 4F 5330323130 452F 303034  |..POS0210E/004

3. Afnpa andé ECR pe pun urmootnpilépevo protocol version 1 variant

ECR->EFTPOS: BYTES 80

00 50 |.P

45 43 52 30 33 30 33 41 2F 53 30 30 30 36 37 35 | ECRO303A/S000675
2F 46 32 35 30 30 3A 39 37 38 3A 32 2F 44 32 30 | /F2500:978:2/D20
323131 31 32 32 31 31 35 39 32 37 2F 52 38 2F |211122115927/R8/
48 31 32 31 2F 54 30 30 30 36 37 34 2F 47 3A 30 |H121/T000674/G:0
3A 30 3A 30 3A 30 2F 4D 31 32 33 34 35 36 37 38 |:0:0:0/M12345678
EFTPOS->ECR: BYTES 12

00 0C 4D 45 4C 30333033 452F303031  |..POSO303E/001

5.11. MHNYMA [SUCCESS]

AnoTelei €181k epinTwaon unvupaTtog [ERROR] pe kwdiké 000.

TivTa
EFTPOS RESPONSE:

E/000
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5.12. MHNYMA [CONTROL]

Fevik6 pAVUPA yix €Aeyxo cupmepipop&g Tou EFTPOS am6 tnv ECR.
ZovTta
ECR REQUEST:

U/R<ecr-id>/C<command-name>:<parameter-value>{:paramater-value}

ZTOoIXEIO Tomoc | MéyeBoc | Mepiypagn
ecr-id an 11
command-name | an 1..20 ZupBOAIKNA ovouXoia TNG

TXPAMETPOU TTPOG PUBHION

parameter-value | an 1..50 TigA TNG MXPAPETPOU

To o0VOoAO TWV MTOXPAPETPWV KOI TWV SUVATWY TIMWYV TOUG EiVal EMTEKTAOIO,
AVAAOYX HE TIG AVAYKEG TTOU O TIPOKUTITOUV.

MAPAMETPOZ | TIMEZ

UNBIND_POS e 0-T10 EFTPOS éxe1 KASIdWwPEVO TTANKTPOADGYIO KOl SEV
MTTOpPEl V& EEKIVAGEI CUVOAQYEG XUTOVOC.

e 1-70 EFTPOS pmopei va eKTEAEOEI TTIOTWTIKEG
OUVOAQYEG auTOVOuX, Xwpig evroAn ECR

MAC_K 1n TiyA: MAC session KA€1di (32 hex digits),
KPUTITOYPO(PNMEVO UTIO OPIoHEVO master key EJPUTEUHEVO
oe appoTepa ECR ko EFTPOS.

21 Tiun: To CV Tou KA€18100 (6 hex digits). Av amoTuxel o
é\eyxog Tou KCV, To EFTPOS emiotpépel E/503

Mo Tou MXp&delyUa Tou KEPpaAaiou 0 Oa ATAV:

MAC_K:1ED9F7AE0B2509281BBC2DE38EF2A12B:CC5FFF

Napadeiyyora:
1. Avolypd - KAEiGIHO TTANKTPOAOYiIOU TEPHOTIKOU (TTIOTWTIKEG CUVOAAXYEC
HOvo):
ECR->EFTPOS: BYTES 35
00 23 | #

4543 52 3032 313055 2F 52 41 42 43 30 30 31 |ECR0210U/RABC001
3131 3232 32 2F 43 55 4E 42 49 4E 44 5F 50 4F |11222/CUNBIND_PO
533A31 IS:1

EFTPOS->ECR: BYTES 12

00 0C 50 4F 53 30 32 31 30 45 2F 30 30 30 |..POS0210E/000
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ECR->POS: BYTES 35

00 23 | .#

45 43 52 30 32 31 30 55 2F 52 41 42 43 30 30 31 | ECRO210U/RABC001
31 31 32 32 32 2F 43 55 4E 42 49 4E 44 5F 50 4F |11222/CUNBIND_PO
53 3A 31 |S:0

EFTPOS->ECR: BYTES 12

00 0C 50 4F 53 3032313045 2F 303030  |..P0S0210E/000

2. EmTuxig amooToA} MAC session KA€I8100:

ECR->EFTPOS: BYTES 68

00 44 |.D

4543 523032313055 2F 52 4142 43 30 30 31 |[ECR0210U/RABCO01
31313232322F 434D 41 43 5F 4B 3A 31 45 44 |11222/CMAC_K:1ED
3946 3741453042 32353039 3238314242 |9F7AE0B2509281BB
43 3244 4533384546 3241313242 3A 4343 |C2DE38EF2A12B:CC

3546 46 46 | SFFF
EFTPOS->ECR: BYTES 12
00 0C 50 4F 53 30 32 31 30 45 2F 30 30 30 |..P0OS0210E/000

5.13. MHNYMATA AOIITON ZYNAAAATON

‘EXOUV OUVTOEN, MTEPIEXOUEVO KOI poN GKPIBWC OMwe Kol To [AMOUNT] pe povn
dIxpop& To xpXIK6 oUMPBOAO, TO omoio Ba eival Kol TMPOBEUX OTO QVTIGTOIXO
pAvupa [CONFIRM].

‘Omoid  GUUTMANPWMATIK& OTOIXEIK €ival aAMXPAITATAK YIX TNV oKUPpwaon, TNV
emoTpoPn KA (T.X. apIOUOC XPXIKAG GUVOAAAYAC) elo&yovTal ma oto EFTPOS
omd Tov XeIpIoTh Kol 8 AapB&vovral ané tnv ECR.

ECR REQUEST (AMOUNT-INSTALM):

I/S<session number>/F<amount>:<cur-code>:<cur-exp>
/D<datetime>/R<ecr-id>/H<operator-number>

/T<receipt number>/M<custom-data>{/Q<mac>}

EFTPOS CONFIRMATION:

|I/S<session number>/F<amount>/R<ecr-id>/T<receipt number>

ECR REQUEST (AMOUNT-REFUND):

Z/S<session humber>/F<amount>:<cur-code>:<cur-exp>

/D<datetime>/R<ecr-id>/H<operator-number>
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/T<receipt number>/M<custom-data>{/Q<mac>}

EFTPOS CONFIRMATION:

Z/S<session humber>/F<amount>/R<ecr-id>/T<receipt number>

ECR REQUEST (AMOUNT-VOID):

V/S<session number>/F<amount>:<cur-code>:<cur-exp>
/D<datetime>/R<ecr-id>/H<operator-number>

/T<receipt number>/M<custom-data>{/Q<mac>}

EFTPOS CONFIRMATION:

V/S<session humber>/F<amount>/R<ecr-id>/T<receipt number>

ECR REQUEST (AMOUNT-COMPLETION):

P/S<session number>/F<amount>:<cur-code>:<cur-exp>
/D<datetime>/R<ecr-id>/H<operator-number>

/T<receipt number>/M<custom-data>{/Q<mac>}

EFTPOS CONFIRMATION:

P/S<session number>/F<amount>/R<ecr-id>/T<receipt number>

ECR REQUEST (AMOUNT-MAIL):

M/S<session number>/F<amount>:<cur-code>:<cur-exp>
/D<datetime>/R<ecr-id>/H<operator-number>

/T<receipt number>/M<custom-data>{/Q<mac>}

EFTPOS CONFIRMATION:

M/S<session number>/F<amount>/R<ecr-id>/T<receipt number>

TNV TIEPITITWON TIPOPOPTWHEVWY ammodeifewv péow pnvipatog REGRECEIPT, n
emAoyf Tou TUTTOU TNG XPEWOTIKAG CUVOAAQYAG UTTOPEI VA YiVEl EK TWV UOTEPWV
péow pevou emAoyng oto EFTPOS. Mer& tnv emAoyn amddeiEng akoAouBei n
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emAoyl Tou TUMOU Tng oOuvalayng m.X.. AFOPA, AOZEIX, KATAXQPHZ:IH
MPOETKPIZHZ, MAIL ORDER, OFFLINE ETKPIZH.

MNa ™ ouvaAayn TOMIKH EFKPIZH (n omoix tival umd KaTt&pynon omd T
TPame(IK& 10pUpaTa) Oev TPOPAEmeTal  EEXWPIOTOG TUMOG MpNVUMOTOG. O«
TTPXYMATOTIOIEITAI HOVO WG TTPOPOPTWHEVN AMOJEIEN.

5.14. XEIPIZIMOZ SOAANMATON

ZPANJOTX OTIC POEC KOI OTK MNVUUOTX OTIWG TTEPIYPAPOVTAI OTIC TTPONYOUMEVEG
EVOTNTEC OVTIMETWITI{OVTAI WG AGON OUCTAPATOC TXK OMOIK QVOMEVETXI VX
oupBaivouv EEXIPETIK& OTAVIX KI €AV CUUBOUV TOTE GNUAIVOUV:

e Eite mpéBANUa TNG QPUOIKAG oUVOEONG KAl TOu OIKTUOU TOU OIMAITE]
avOpwmivn mapéupacn

e Eite £owTEPIKO TMPOYPAUMUATIOTIKO AGOOC Koi €ANITT XEIPIOHO KAmoIx
OUYKUpPIQG

Kai oTig U0 MEPIMTWOEIG TMPEMEl VO TTAKPEXETAI OAPNC EVOEIEN TOU TTPOBAAUATOC
OTO XEIPIOTA £TOI WOTE VA TIPOPEI OTIC XMAITOUUEVEG EVEPYEIEC XEIPOKIVNTNG
oAoKARPWONG TNG CUVOAAGYAG (] akUPpwWONG TNG), EGAEIYNC Tou TTPOoBAAMATOC A
aKOuN Kal KARoNg Tng TeXVIKAG umooThApIEnc. H euBivn yix Ta 0o pépn (EFTPOS
ko1 ECR) wg aveE&pTnTal KOXI UTOTEAR OUCTANATX OTNV &V AOyw Sicolvdeon, giva
Vo EAEYXOUV TIPOOEKTIKA TNV EYKUPOTNTA TNC E10030U TOUG.

To MPWTOKOMO yIx TETOIK OMAVIK OPAAUOTH Oev TPOPRAEMElI PNXAVIOUOUG
EMAVAANWYNG TNG METGdOONG N aUTOMOTNG B10pOwong dedopévwy. AuTd Oa
TEPIEMAEKE AVWPEAX TNV UAOTIOINON, SEBOPEVOU KIOAKG OTI N AKEPXIOTNTK TNG
peradoone Oswpeitan eEaxopalioyévn oTig ouvdeoeig TCP/IP kau USB Kal yix
TOOO MIKPO PEYEOOC BEBOUEVWV.

Kar' gEaipeon yia Tn ouvdeon pe RS232, pymopei va uhomoin6ei cupMANpWHOTIKA
MNXQVIONOG emPBePpaiwong yvwordg amd Tnv emoxn Twv aclyxpovwv modem,
omou n K&Oe MAeup& OTO TEAOG TOU £EEPXOMEVOU MNVUPKTOG TPOGOETEI éva byte
eAéyxou (LRC) wg amotédeopa diadoxikwv XOR emi Twv XXPOKTAPWY TOU
oTTOOTENOVTA.

O AATITNG av uttoAoyioel dipopeTikd6 LRC amd To SNAWOEV OTO PAVUPK, XITAVTR
pME éva povadike xapoaktApa NAK (0x15) ouTwvTag Tnv emavaAnyn Tng
omooTOAAG 1, MET& amd 3 emavaAAWEIG, OSIGKOMTEI TNV EMKOIVWVIX WG
oTeAéapopn.

AKoAouBei clvoyn TwV TIEPIMTWOEWV OF £VX TUTTIKO KUKAO ayop&g TTOU UTTOPET Vi
TTPOKUWOUV OPAAPATO KOl TWV EVOEDEIYMEVWV XEIPIOMWY amnd mAsup&g EFTPOS
Kal ECR.
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[tO] EFTPOS < [AMOUNT] < ECR

[t1] EFTPOS - [CONFIRMED] - ECR t1-t0 < 2 sec

[t2] EFTPOS - [RESULT] = ECR ZuvRowg
t2-t1 < 60 sec

[t3] EFTPOS < [ACK-RESULT] < ECR t3-t2 < 2 sec

NEPINTQZH 1 (EFTPOS): Zto [tO] To EFTPOS cival €KTOG pelpaTOog N MN
ouvdedepévo otnv ECR

H ECR ogcilel va eyKOTOAEIWPEI TRV TTPOOTIAOEI GUVOEONG KOl VX OVOPEPEI OTO
XEIpI0TH aduvapia oivdeonc.

NMEPINTQZH 2 (EFTPOS): =70 [t0] To EFTPOS AauBa&vet:
a) oKoumidIx (EVTEAWC OOUNTA HEDOPEVX)

b) un €yKupo pARvupa (Un umootnpPilouevn £kdoon, duplicate session KOK)

MNa 1o a) To EFTPOS mpénel va ayvonoel KAl V& XIToppPiYel T EDOUEVA KOl KAT&
TMPOTIMNON V& EVNMEPWOEI TO XEIPIOTA TUMWVOVTAC N EUPAVI(OVTAG OXETIKO
MAVUPC.

Mo 10 b) To EFTPOS mpémnel va QIMavTAOEl e TO avTioToIXo pAvupa AdBoug (001,
002, 003, 004 koK) ONwg MePIypP&PETAI OoTNV evoTnTak 5.10.

NEPINTQZH 3 (EFTPOS): X710 [t1] To EFTPOS avTIAGUBAVETOI AMOTUXIX XTTOOTOAAG
CONFIRM AMOUNT Adyw mTpoBAAQUATOG EMKOIVWVIKC.

To EFTPOS dev npénel va MPoXwpPNOoel TNV EKTEAEDN TNG GUVAANQYAG TaP& Vo
EUPAVIOEI | VO EKTUTTWOEI OXETIKO MAVUMA.

NEPINTQZH 4 (ECR): To pivupa CONFIRMED
a) 8& A\XpPBAVETAI EVTOG TOU VAXMEVOUEVOU XPOVOU N
b) avti Tou CONFIRMED AapBaveral pavupa AdBoug

c) To pAvupax CONFIRMED éxel pn €ykupa oToixei (session number,
amount, ecr ID KAm)

d) avri Tou CONFIRMED AapBdavel pavupa RESULT €kTOG OgIp&g, HE
oTOIXEI TPONYOUMEVNC CUVAAAQYAG.

MNa 1o 4.a) n ECR pet& mapéAeuon 5 sec pmopei va {ntioel emBepaiwon Tou
XEIPIOTH YIK SIKKOTTN TNG TPOCTIAOEING 1] CUVEXION TNC XVAUOVAG
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Mo 10 4.b) n ECR avapépel To OXETIKO AROOC KOl SIGKOMTEI TNV EMIKOIVWVId.
EISIK& yix Tnv mepinTwon Tou A&Boug 503 kai 504, n ECR pmopei va oTeilel pia
pop& CONTROL prAvupa pe MAC session key Kol vt ETAVXAGBEI TNV KITOGTOAN.

MNa 1o 4.¢) n ECR mpémel va diakOwel TNV emKoivwvia pe To EFTPOS Kol va
EUPAVIOEI OXETIKO MAVUMA OTI TO oUOTNUX BPIOKETAI O YN £YKUpn KaTXoTaon.

Av 1o EFTPOS cixe A&Bel OWOT& TO XPXIKO KiTNUX KOl EIXE EYKPIVEI TN CUVAAAQYA,
TOTE B0 emixeipioel va oteidel avemTuxwe RESULT ko n ouvaMayn 6a
omodnKeuTel pe ecr txn status 1. e auThAv TNV epinTwon n amoctoAfi RESEND-
ONE &K pépoug Tng ECR pmopei va OAOKANPWOEI EMITUXWE TNV EMIKOIVWVIC.

Mo 10 4.d) n ECR mpénel va ayvooel To PAVUMG TTIOU yio K&molo Aoyo RpOe
KXOUOTEPNUEVO IO TIPONYOUHEVN MN OAOKANPWHMEVN CUVOAAQYT KOI VX TIEPIMEVEI
Tnv €éAeuon Tou CONFIRMED (1} Tou ERROR).

NEPINTQZH 5 (ECR): To dikoTnua avapovig t2 kai t1 dixpkei moAD. YGpxouv
o600 mOavég auTieg:

o) n emkoivwvia EFTPOS Kai 15pUpaTog MANPWHWY ivail TTOAU apyf f 0 K&TOXOG
opyei TOAU va gioéyel To PIN

B) To EFTPOS KOA\NoE 1] £€Kave EMAVEKKIVNON

H ECR mpémnel va mapéxel T SUVATOTNTA JIKKOTING TNG EMKOIVWVIXG. TOTE:

Itnv nepintwon 5.a) To EFTPOS TeNIK& AGUPBAVEI £YKPION KOl OTEAVE
RESULT pAvupa, oAA& autd de @Thvel otnv ECR Adyw Siakomig Tng olvdeong.
EVAMOKEITKI OTO XEIPIOTH VX KAVEI TIC XMAXITOUUEVEG EVEPYEIEG, OMWG TO VX
ekteAéoel RESEND-ONE.

Ztnv nepinTwon 5.b): anmaiToUvVTal 01 AVAAOYEG EVEPYEIEG TOU XEIPIOTH KAl
TNC TEXVIKAC UTTOOTAPIENG.

NEPINTQZH 6: 10 [t2] n ECR &¢ AauPavel €ykupn amd&vrnon oto RESULT
(okoumidia, A&Bog uRvupa A A&Bog OTOIXEIX)

H ECR 0a mpémel va dIGKOWE! TNV EMKOIVWVIX KXI VO EMPAVIGEI OXETIKO HAVUUK.
EVAmOKEITKI OTO XEIPIOTA V& KAVEI TIG XMAITOUUEVEG EVEPYEIES, OTTWG TO VO EAEYEEI
TO AV N ouvaAAayn eykpiOnke amd To EFTPOS kai va ekteAéoel RESEND-ONE.

To EFTPOS epoboov diamoTtwvel TNV amotuxia amootoAlg RESULT esugavilel 1
EKTUTTWVEI OXETIKO MAVUPA KOl KATAXXWPET TN SUVOAAQYT (0v EYKPIONKE) UE ecr txn
status 1.

NEPINTQZH 7 (EFTPOS): Z10 [t3] To EFTPOS 8¢ AaxppBavel ACK-RESULT

Auté pmopei v o@eileTan €ite o amoTuxia amooToAng Tou RESULT eite o€
eowTePIKO MPOPANUA TN ECR €iTe o€ MPOPANPA EMKOIVWVIAG KOTK TNV XITOOTOAR
Tou ACK-RESULT.
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To EFTPOS kataxwpei TN ouvaAAayr pe ecr txn status 1.

6. MEPIrPA®H TOY MHXANIZEMOY MAC

O OxeTIKOG pnxaviopog Tou MAC (message authentication checksum) amé
mAsup&¢ ulomoinong yia TNV EMKOIVWVia Twv 800 HEpWV ouvowileTan otnv Eikéva
8.

INITIAL
EFT-POS INJECTION ECR

e
MAC SK © MAC SK g

CONTROL (MAC_K)

\\““z:y“””/’

TRANSACTION FLOWS

Eikéva 8

1) ZT0 XPXIKO OTGDIO TTPOETOINAGING CUMPWVEITKI HETOED TWV TXPOXWV
EFTPOS kai ECR n eypUTEUON O AUPOTEPEG TIG CUOKEUEG EVOC KOIVOU
xpXIKoU KA€I810U (master key - MK), pe S18IKXOIEG KOI TIPAKTIKEG TTOU O
TO MPOOTATEUOUV b TO V& d1axppeUOEL

H diadikaoia meplypbpeTal oto kKep&Aaio Ekdoon Kol d1&0son apxikou
KAe1S100 (master key-MK)»

2) H ECR napayel éva peudoTuxaio session kAeidi (SK) yiax xprion.

3) Méow pong eAéyxou ([CONTROL] pAvupa), n ECR otéAvel oto EFTPOS T0
SK kpunroypapnuévo umo to MK pe T-DES

4) To EFTPOS amokpurnToypogei To SK und To MK Kai To armofnkeuel yia
xenon.

5) Kart& TIg poég TwV CUVAAQYWV ivail To SK TTou XpnoIpomoIgiTal yia EASyX0
EYKUPOTNTAC TOU XIMMOOTOAEX TWV KITNUATWY.

To SK pmopei v avavewveTal TAKTIK& pe xprion [CONTROL] pnviparog amné Tnv
ECR.
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To MK UTTOPEi V& GVAVEWVETAI OE TTIIO0 XPAIX XPOVIK& SIKOTANATA, JE SIASIKAOIEG
KOI MNXAVIOPOUC TTou 6 ouppwvolv amd Koivou ol mépoxol Twv EFTPOS Kol Twv
ECR.

Mporteivetan n xpron T-DES MAC alyopiBupou (Tou ouviiBoug mode CBC 1) ue
double length kAe1di (16 bytes).

Nap&delyuax Kpurroyp&gpnone session kKAEIB100 Kai urroAoyiopol MAC
Test MK (plain): ABCDEF01234567899876543210ABCDEF (KCV: 48934A)

Test SK (plain): 12340000ABCD111122223333FFFFDDDD (KCV: CC5FFF)

Test SK (encr): 1ED9F7AEOB2509281BBC2DE3SEF2A12B

Message:

| A/S000922/F2000:978:2/D20220513150958/RABC00111222/H121/T000922/M00000000

MAC: 4540A2547CFBA23A
ZToixeio mac: /Q4540A254

0 unoloyiop6g Tou MAC Tou Mapamavw MaPadEiyNaToq YiveTal we €EAG:

INPUT AFTER PADDING (length=80):

41 2F 53 30 30 30 39 32 32 2F 46 32 30 30 30 3A |A/S000922/F2000:

3937 383A322F44323032323035313331|978:2/D202205131
35303935382F 524142 43 303031313132 |50958/RABC001112

3232 2F 48 3132 31 2F 54 30 30 30 39 32 32 2F |22/H121/T000922/

4D 30 3030303030303000000000000000 |M0O0000000.......

Number of blocks: 10

Block O: Block 5:

P: P:

41 2F 53 303030 39 32 |A/S00092 4243303031313132 |BC001112
H: H:

00 00 00 00 00 00 00 00 [ E2 DS E8 13 OF 40 1A FO l....Q..
P(xor)H: P(xor)H:

41 2F 53 30303039 32 |A/S00092 A0 9B D8 23 3E 71 2B C2 |..#>q+.
TDES of P(xor)H: TDES of P(xor)H:

004106 3234 81FB65 |.A.24..e 1C84 7B3CE8 0D 3341 |.{<..3A
Block 1: Block 6:

P: P:

322F46 32303030 3A |12/F2000: 32322F48 3132 31 2F |22/H121/
H: H:

004106 3234 81FB65 |.A.24..e 1C84 7B3CE8 0D 3341 |.{<..3A
P(xor)H: P(xor)H:

32 6E 4000 04 B1 CB 5F |2n@...._ 2E B6 54 74 D9 3F 02 6E |..Tt.?2.n
TDES of P(xor)H: TDES of P(xor)H:

EB 92 A8 CD 45 24 2A 10 |...E$*. 15 9E 89 04 3F B1 CA 40 |...2.@
Block 2: Block 7:

P: P:

3937 383A322F 44 32 |1978:2/D2 54 303030393232 2F |T000922/
H: H:

EB 92 A8 CD 45 24 2A 10 |...E$*. 15 9E 89 04 3F B1 CA 40 |....2.@
P(xor)H: P(xor)H:
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D2 A5 90 F7 77 OB 6E 22 |...w.n" 41 AE B9 34 06 83 F8 6F |A..4...0

TDES of P(xor)H: TDES of P(xor)H:

CE 85 08 94 25 AE 32 5E |....%.2" 19 48 5D 23 E9 36 DD 38 |.H]#.6.8

Block 3: Block 8:

P: P:

3032323035313331 102205131 | 4D 30 303030303030 | MOOOO000

H: H:

CE 85 08 94 25 AE 32 5E |...%.2" 19 48 5D 23 E9 36 DD 38 |.H]#.6.8

P(xor)H: P(xor)H:

FE B7 3A A4 10 9F 01 6F [ (o] 54 78 6D 13 D9 06 ED 08 | Txm.....

TDES of P(xor)H: TDES of P(xor)H:

D5 E9 95 DF DA 5F DF 69 [ | 93 56 OE CE A7 E2 CA 8A |.V......

Block 4: Block 9:

P: P:

35303935382F 5241 |50958/RA 30 00 00 00 00 00 00 00 |0.......

H: H:

D5 E9 95 DF DA 5F DF 69 I 93 56 OE CE A7 E2 CA 8A |.V......

P(xor)H: P(xor)H:

EO D9 ACEA E2 70 8D 28 |oeeep( A3 56 OE CE A7 E2 CA 8A |.V......

TDES of P(xor)H: TDES of P(xor)H:

E2 D8 E8 13 OF 40 1A FO l....Q@.. 4540A254 7CFBA2 3A |E@Q.T|
Result: [4540A2547CFBA23A]

7. ZYNOWH XEIPIZMQN ANTIZTOIXIZHZ ZYNOAQN

MpoumoOeon peT&Bacng orn véa diaxoUvoeon givail To KAEIOINO Kal oTax dU0 pépn
TTPONYOUMEVWY EKKPEUWV OUVOAQYWY Tou €iXav E&EKIVAOEI ME Tnv Omolx
UPICTAUEVN dioUvdEa.

2TH NEA AIAZYNAEZH:

K&Oe ouvalayn Tou EFTPOS nipénel va €xel avTioToixion o€ anmodeign Tng ECR.

To EFTPOS 8¢ O6a esmitpénel amd To UEVOU TO KAEIOINO TAKETOU NUEPXG, OV
UTAPXOUV GUVOANGYEG TTOU OEV £XOUV TETOIX QVTIOTOIXION KOl O TTRXPATEUTIEI GE
diekmepaiwon yéow ECR.

Ze K&Oe mepinTwon, ol cuvaAayég oto EFTPOS mou £yivav Xwpig EMKoIVWVIa TNG
ECR £xouv JIKPITH OAPAVON TOOO OTIC OMOJEIEEIC OMWG KAl OTIC NUEPNOIES
avapopég Tou EFTPOS, 6nwg:

e 3/THPOS-1: av &kivnoe amd TNV ECR aAA& N EMKOIVWVIX SIKKOTINKE OTO
TéENOG

e 3/THPOS-2: av &ekivnoe and To EFTPOS pe B&on mpo@popTwHEVn
amddEIEN N TIMOAOYIO TTou £KO0ONKe N amd Tnv ECR.

e X/THPOS-3: av &ekivnoe and To EFTPOS pe B&on mpogopTwuévn
anmodeign N TIHoAAGylo Tou €kd60nKe AN amd Tnv ECR 6mou
XPNOIMOTIOINONKAV TTEPIOOOTEPES KAPTEG YIX TNV 81X ayopA&X.
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Z/IH POS-4: mioTwTIKA cuvaAayi Tou €yive ato EFTPOS auTovoua Xwpig
xprion ®PHM, | xpewoTIKA cuvaAlayr) ou €yive oto EFTPOS auTévopua,
Aoyw BAG&BNG TG ECR A BA&BNG umodopng, KaTOmvV €ykpiong amd 1o NZ
OHM.

TA ZYNHOH ZENAPIA:

1)
2)

3)

4)

5)

6)

Ayop& oty ECR pe peTpnté&
Ayop& otnv ECR pe K&pTa, A& 0 TEA&TNC TEAIKG dev gixe Hali Tou K&pTa
MiakénTeran and To EFTPOS kai n ECR AapBével [RESULT] anéppipnc.
Ayopé& otnv ECR pe xprion k&ptag kan opaAr emkoivwvia EFTPOS-ECR
To EFTPOS AauBA&VEI GUTOPATY, KATOXXWPET KAI EKTUTIWVEI OTNV XITOSEIEA TOU:
session number (AP.2YNAE3H?Z), ecr Id (AP.MHTPQQOY MHXANH?Z), receipt-
number (AP. A[TIOAEIZHZ).
Ayop& oy ECR pe xprion K&pTag Kol TpoBANHATIKA OAOKARPWON EMKOIVWVING
EFTPOS-ECR

. To EFTPOS AauBavel QUTOMOTO, KOTOXWPEEI KOI EKTUTIWVEL: Session

number, ecrld, receipt-number.

° H ECR 8¢ AauPaver Tnv TeAIk anavrnon Tou EFTPOS Kol dgv TUTIWVEI
anmddeiEn. To EFTPOS onueiwvel TN OXETIKA EYYPAPN WG EKKPEUN W TTPOG
v _ECR. Itnv amddeiEn Tou EFTPOS EKTUMWVETKI GUUTANPWUOTIKA
“**3/TH POS-1**",

. 0 xeipiotig TnG ECR pmopei va {nthoel amdé to EFTPOS smav&Anyn tnNg
TehikAg am&vrnong (RESEND ONE m.x. pe Hia emiAoyh «POS ZANAZTEIAE»)
Kol vo TUTTWoEel amodei€n. Tote To EFTPOS onueitvel Tn OXETIKA Eyypaen
wg diekmepaiwbeioa wg mpog Tnv ECR.

Ayop& oto EFTPOS Koar& Tnv maxp&d0o0n KT’ oikov

To EFTPOS £xe1 A&Bel K&MoIx «TPoPOopTWHEVN» AmOdEIEN N TIMOAOYIO &mMo
™v ECR péow Tng poflc REGRECEIPT pe Ta oToixei Tng (mMmoao, ecrid,
session number, receipt number, custom data) ko1 eKTeAEi
ETEPOXPOVIOUEVO KOI GUTOVOUO PEOW E€IBIKAG EMAOYAG XEIpIopol pia A
TIEPIOOOTEPEG XPEWOTIKEG N MOTWTIKEG CUVOXAARYEG YIX TNV OUYKEKPIUEVN
TPOPOPTWHEVN amOdeIEn, XwpPic woTdco To OAYEBPIKO OUVOAO TwV
OUVOAAQYWV QUTWV VO UTTEPRAIVEI TO CUVOANIKO OGO TNG TTPOPOPTWHEVNG
amodeIEng.

Znv anddeign Tou EFTPOS ekTunwveral n ouavon “**XYN/TH POS-2**”

EE6¢pAncn MOA®Y TIPOPOPTWHEVWY ATTOdEIEEWY PE Hia XPEWOTIKN cuvaAMayn

To EFTPOS éxel AGBEI XPKETEC TTPOPOPTWHEVEG XIMODEIEEIC 1 TIHOAOYI
oand Tnv ECR péow Tng pori¢ REGRECEIPT pe T oToixeio Toug (rmoad,
ecrid, session number, receipt number, custom data) kol ekTeAE]
ETEPOXPOVIOMEVA KOI QUTOVOPA MEOW €E1OIKAG €MAOYAG XEIPIOMOU Hix
XPEWOTIKA OUVOAQY] €EOPANONCG EMIAEYOVTAC TIEPICOOTEPEC OMO Hix
TTPOPOPTWHEVEG ATTOBEIEEIG 1 TIMOAOYIQ, IE TOV TIEPIOPIOUO TTAVTOTE TNG N
MANKTPOAOYNnong mocod.
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Ztnv anddeign Tou POS ekTunwveTal n ofpaveon “**XYN/TH POS-3**”,

KAEIZIMO MNAKETOY 2TO EFTPOS:

Epooov To EFTPOS gvromiel MOTWTIKEG CUVOANRYEG TTOU EKTEAECTNKAV XUTOVOUX
N XPEWOTIKEG OUVAAQYEG TTIOU EKTEAEOTNKAV HPE TIPOPOPTWHEVEC ATMOSEIEEIC 1
TiHOAOYIx TG ECR, 8g Oa emiTpémel TNV &€KTEAEON TNG EVEPYEING Kol Oa
nopamnéunel otnv ECR yid TAKTOMOINGN TWV EKKPEMOTATWV PECW EMAOYAG HE
ovopooia m.x. «<EAEFX0ZX [TAKETOY POS».

H emloyn «EAEFXOZ MAKETOY POS» ekteAei Tn poj RESEND-ALL 6mou n ECR
ApBA&vEl Hio-pic TIG EKKPEUEIG eyypaég amd To EFTPOS Kai emoTpépel K&molo
sessionld.

Ze K&Oe mepimmwon n ECR 6a mpémel emoTpéwer éva ACK-RESULT pivupa oto
EFTPOS via k&Oe ekkpepn eyypapn wore To EFTPOS va pmopei v KAgioel
TTOKETO.

Zto EFTPOS Tnpeital mi HAKPOV EEXWPIOTO XPXEIO ME T BAOIKX GTOIXEIX TWV
ouvaAaywv mou gsotdAnoav pe RESEND-ALL. ZuykekpIMEVa yia K&GOE cuvaAayn
TNPOoUVTaI T GaKOAOUOX oTOoIXEIOK:

Huepounvio-xpovog

TOnog (ayop&, akUpwon, ...)

Moco

Karnyopia emkoivwviag pe Tnv ECR (0,1,2,3,4,5)
ecrld

Session Id

H Xxpoviki JIGpKEIX TAPNONG TWV EYYPUAPWV QUTWV TEPIOPI(ETAI omd TO
omodnKeuTikO XWwpo Tou EFTPOS Kol TV NUEPAOIX EUPAVION EKKPEUWV
EYYPAPWV. Q¢ TUTIKO 6plo TiBevTal o1 1000 eyypagpEg.

Ze nepinmTwon Asitoupyiag Tou EFTPOS pe BA&BN ECR, 0x1 Opwg oTnv mepinTwon
BA&BNG umodopng, emTpénetal To EFTPOS va ekTeA€0El KAEIOIJO TTARKETOU, ME TRV
mpolnmébeon TG HN dIAYPAPAC TWV EKKPEMWV ouvallaywv mpog Tnv ECR. H
d1Gkpion oto EFTPOS av mpokeitai yia BA&GBN ECR 1 BAGRN umodopng, MPOoKUTTEl
amé Tnv TipA Tou mnediou UNLTime mou éAaBe To EFTPOS amné To NX®HM Esend
Kat& Tnv dnAwon Tnc PA&Bng. EidikéTEpa, av To medio UNLTime €xel TipA
peyaAuTepn Tou 12, mpokerral yix BA&GBRN ECR, evw av £xel TIMA MIKPOTEPN 1 ion
Tou 12, mpokeITal yix BA&BN UTOdOMNAG.

43



8. MIGANA ZENAPIA BAABQN KAI AIAAIKAZIEZ ANTIMETQMIZHZ TOYZ

MNa v €0pudun AsiToupyia Twv emixeiposwy, o mepinTwon BA&RNg Tng ECR i
oc mepimTwon BA&BNG oTnv umodoun TNG EMIXEIPNONG OPI(ETAI N MAPAKATW
OIKOIKXOIX AITOOECHEUONG TOU KAEIBWHATOG TOU MAnKTPoAoyiou Tou EFTPOS. Ze
OAEC TIQ TEPIMITWOEIC EMIKOIVWVIAG, MAPAKiTNTn mMPolmodeon sival n €mMTUXAG
amootoA} Tou Master Key MK ané 1o NZ®PHM Esend oro EFTPOS, 6mwg
TEPIYPAPETAI OTHV TTAP&YPOPO 9.

Aladikaoia evepyornoinong mMANKTpoAoyiou TEpUATIKOU:

0 xpnotng Tou EFTPOS, agou diamotwOei Kol emBeBaiwdei BAGBN otnv
EMKOIVWVIX, HEow KATAANAoU xeipiopoU emAéyel Tov TOmo BAGRNG, BA&BN ECR 1
BAG&BN Ynodopng. Met& tnv emAoyr Tou XpAotn, To EFTPOS ekteAei KAjon oTov
NZ ®HM (Esend) 6mou dnAwveTtal o TUMOg TNG BAGBNG (SEiyua EMKOIVWVIXG
MAPOKATW). Eqpoéoov umapxel am&vrnon emruxiag (SUCCESS) and 1o NZIOHM
Esend, EekAeidwveTal To MANKTPOAGYIO Tou EFTPOS Kai emiTpEmeTal n XEIPOKIivNTH
£€kdoon ouvaAaywv. To XPOVIKO JIKOTNHX TTOU EMTPEMETAI V& AEITOUPYEI TO
EFTPOS pe gvepyoroinuévn TV XEIPOKIivNTN €100ywyl T0GoU CUVAAAGYAG KAXOWG
KOl OUXVOTNTK TIOU  EMITPEMETKI OGUTH N EVEPYOMOINON, OGVAPEPETAI OThV
Amogpacon auth. To XpovikKO diGoTnua Mou emMTPEMETAI Vo AsiTtoupyei To EFTPOS
ME €vepyoTIOINMEVN TRV XEIPOKIVNTN £100ywy ] MoooU GUVOAARYAG OpileTal OE
€101k6 medio (UNLTime) péoa otnv am&vrnon mou AdpB&veral amd Tov server . Tx
osvapIX  YIK T OfoiX EMTPEMETAI N SIKSIKACIK €vepyomoinong Tou
TTANKTPOAOYiOU €ival TX MAPAKATW:

1. Zevépio 1: H ECR éxel BA&BN TOU dev UTTOPEi VA QVTILETWMIOTEI QUECH
(kpioipo o@&Apa UAIKoU). H cuvalayn 0Tav eKTEAEOTET auTOvoua armd To EFTPOS
Kol Taipvel To num 4 oto medio “txn-ecr-status”.

2. Zevéapio 2: H ECR Asitoupyei, oAM& unépxel BA&BN otnv umodopn Tng
EMIXEIPNONG TOU deV EMTPETEI TNV EMKOIVWVIX TwV CUOKEUWV. H suvaAayi 6Tav
ekTeAeoTel auTovoua amd To EFTPOS, naipvel To num 5 oto medio “txn-ecr-
status”. O xeIpIOTAG €ival UTTOXPEWHEVOG O KXOE GUVAAQYH V& EI0GYEl TOV
ap1Ou6 TG amodeigng (Mpoodeutikdg A/A amodeiewv). MeT& TNV €l0aywyn Tou
ap16ol TNG amddeIEng mpoxwpeA&el n diadIKacix EyKpionc.

Na onpeiwdei 0TI 08 OAX TX MXPAMAVW OEVAPIX Ol CUVOANRYEQ QUTEG TIPEME]
UTTOXPEWTIK& vo diapul&ooovtal oto EFTPOS £wg oOTou emavéNBel n opbn
emkoivwvia pe Tnv ECR.

Enmavagop& Emkoivwviag - Aixdikaoix Amevepyornoinong mMANKTPoAoyiou
TEPHATIKOU:
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MeT& Tnv amokart&otaon Tng BA&RNG, mpémel &ite péow €181KOU XEIPIOPOU TNG
ECR va otéAvetan n evroAf CONTROL (UNBIND_POS - 0) oto EFTPOS, eite va
yivetau omoiadimore AN opOR emikoivwvia peTa&ld ECR->EFTPOS. Me Tov Tpdmo
outdé n ECR emBeBaiwvel TNV amokaT&otaon TG BAGBNG. Aaupa&vovrag Tnv
evroAn auTh, To EFTPOS auTOpaTa KAEIBWVEI TO TANKTPOAOYIO TOU KOl GaKoAoUBwG
K&vel véa kKAfon oto NZOHM Esend, 6mou dnAwvel Tnv emiluon Tng BA&BNG. TN
OUVEXEIX MEOW £181KOU XeIpIopoU, n ECR pe Tnv amoaToAr Tng evroAg RESEND-
ALL {nt&el amd To EFTPOS 6Aeg TIG GUVOAQYEG TTOU EKBOBNKOV XUTOVOUX (EiTE
gival yiax KA&molo GAo AOYyo 0t EKKPEMOTNTX), £TOI WOTE VA HITOPECOUV VKX
onuIoupyndolv o1 £YyYpaPEC TWV (POPOAOYIKWY OPXEIWV e.txt pE KwIKO
nmapaoTaTikou 356 Kol moo& amount, amount final OeTIK& £pOoOV TIPOKEITA YIX
MANPWHNR PE KEPTX i} XPVNTIKE, EPOCGOV TIPOKEITAI YIX EMOTPOPN O K&APTAK. Ewg
O6ToU amooTaAoUV EMITUXWG Ol GUVOANayEG auTég otnv ECR, To EFTPOS &ev O
MTTOPEl VO EKTEAEOEI KAEIOIMO TTAKETOU.

1o EFTPOS umapxel €I8IKA avapop& GTNV OToict XIMOTUTIWVOVTAI EEXWPICTA Ol
METPNTEG, TX OEBOUEVA KOl T TOOX VIX TIC WG Gvw OUuvaAayég , Baoel
NUEPOAOYIAKWY KPITNPIWV.

Texvikéc mpodiaypapéc evioAic armiparog oro Esend

Mop@n avTaAayng dedopévwy: JSON
HTTP method: POST

Standard API Description (EFTPOS <-> Esend)
Production endpoint:  https://www1.aade.gr/tameiakes/mysec/keyblock.php

Nedix MaKETOU MTOOTOAAG

Field Size Description

TID <10 chars Terminal Identification Number
(EFTPOS)

UNBOUND_POS 1 char 0 (H BA&BN AMTOKATXOTAONKE)

1 (Evepyormoincon mAnkTpoAoyiou)

TAXID 9 chars A®DM emixeipnong

ECRID 11 chars ApiOu6c pnTpwou ECR yix Tnv omoix
éxel Non OnAwOei mpoowpivi) BA&GRN
olppwva pe TV mAP.39 TG
A.1173/2022.

MACKEY 32 chars To Master key mou £AoBe OpxXIK& TO
EFTPOS amé To NZOHM esend.

Mop@omoinon nediwv (KiTnua evepyomoinong mMAnKTpoAoyiou):

{
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"TID": "99009999",

"UNBOUND_POS": "1",

"TAXID": "01345678",

"ECRID": "XXX12345678",

"MACKEY": "30001234C330001234C330001234C322" }

Mop@otmoinon nediwv (KAon amokar&otaong BA&BNG):

{ "TID": "99009999",

"UNBOUND_POS": "0",

"TAXID": "01345678",

"ECRID": "XXX12345678",

"MACKEY": "30001234C330001234C330001234C322" }

Nediax anm&vrnong

Field Size
Status 3 chars
TID <10 chars
UNLTime <4 chars

Mop@oroinon mediwv am&vrnong:

{

"Status": "000",

"TID": "99009999"

"UNLTime": "12"

}

Response Status codes

Status
000
101
102
103
104
105

Description
SUCCESS

Description

Replied status code

Terminal Identification Number
(EFTPOS)

The Maximum allowed time (in hours)
that EFT can accept manual payments

Check the contents of the fields

Format error

Unregistered Device

Busy-Retry
Unspecified error
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106 DENIED (The UNLTime field will be zero)

ZTnv mepinmTwon omou dev €xel mponynOei dnAwon mpoowpivig BA&BNG ECR A
onAwaon mpoowpIvig BAGBNG umodopng oto MI®HM, A n 10X0¢ TNG SNAWOEWG
mPoowpIvAG BAGBNG €xel mapéABel, T0TE n andvrnon Ttou NZIOHM Esend oto
EFTPOS yix Tnv ameAeubEpwon Tou MANKTpoAoyiou, gival apvnTIKA. ApvNTIKA £ivai
€MioNg N am&vrnon oTnV TIEPITMTWOoN Omou To master key d&v AVTIOTOIXEI OTO
OUYKeKpIMEvo EFTPOS.

9. ’EKAOZH KAI AIAGEZH APXIKOY KAEIAIOY (MASTER KEY-MK)

Ma TV omopuyr TNG dnpoaciomoinong Twv KAEISIMY KaTa Thv ou{eu&n Tng ECR
Kl Tou EFTPOS K&l ME OKOMO TnV OMOTPOTI OMOIKOONTIOTE EVEPYEING
TOXPAKAUYNG TNG KPXIKAG OUVAEDNG, N £KOOCN KAl N EYKATROTAGN TOU GpXIKOU
kAe1d100 (master key-MK) yivetan péow aveE&ptnTwv kKAjoewv Twv ECR Kai
EFTPOS oto MZ®HM Esend, mou AcITOUPYEi KQXI GUVTNPEITAI OTIG UMOJOUES TNG
AAAE.

01 KARogIg ekTEAOUVTAI pE TTESi apXIKoTToinong yix TV ECR: Tov apiOud pntpwou
ECR kai To A®OM Tng emxeipnong, evw yix To EFTPOS: 1o TID Tou EFTPOS, TO
A®DM Tng emixeipnong, 1o JIKKPITIKO OVoux Tou KataokeuaoTty EFTPOS kai To
avrioToixo APIKEY.

H diadikaoia dnuioupyiag Tou apxikoU kAeidiol(master key-MK) ekkivei amé Tnv
ECR €101 WOTE PETG TN dnpIoupyia Kol emoTpo@r) oTnv ECR Tou apxikoU KA€I8100
a6 1o NZOHM Esend, autd va eival SIXOECIMO yia TNV AQYN TOU K&l GO TO
EFTPOS.

Security

e To url emkoivwviag Twv EFTPOS pe To NZOHM Esend yix Tnv AQyn Tou MK
eival 1o : https://wwwl.aade.gr/tameiakes/mysec/eftposmk.php

e MNa TV emkoivwvia Twv ®HM pe 1o NMZOPHM Esend xpnoipomolsital n
dladIKaoion KpumTroypapnong  Héow AES-256 mou KO(GOpiZSTO(I oTnv
Anogaon Aloikntr) AAAE NMOA 1166,/2018. To url emkoivwviag Twv ®HM ue
T0 MNI®PHM Esend vyia TV Ajyn Tou MK e&ivai TO :
http://tam.gsis.gr/eafdss/myweb/fhmmk.php

Standard API Description (EFTPOS <—> Esend)
Production endpoint:  https://www1.aade.gr/tameiakes/mysec/eftposmk.php

Mop@n avTaAayng dedopévwy: JSON
HTTP method: POST

Nedix MAKETOU AMMOOTOANG

Field Size Description
TID <10 chars Terminal Identification Number (EFTPOS)
ECRID 11 chars Fiscal device number from ECR ECHO call
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TAXID 9 chars A®DM emixeipnong

MAN <=20 chars AIGKPITIKO 6vopa KoTaokeuaoTty EFTPOS

APIKEY <= 64 chars APIKEY

Mopgporoinon mediwv:

{ "TID":"99009999", "ECRID": "XXX99000000", "TAXID": "01345678",
"MAN": "eftpos-hellas", "APIKEY":
"012345678901234567890123456789QWERTYUIOPASDFGHJKLZ12345678
901234" }

To medio MAN, KaBopileTan amd Tov evdlapePOUEVO KaTaokeuaoTty EFTPOS mou
TO Kolvotiolgi oTnv apuodia urmpeaia Tou MZOHM Esend pe aitnon péow email,
evw 1o edio APIKEY kaBopileTain amd Tnv appodia urnnpeoia Tou NZOHM Esend
TIOU TO KOIVOTIOIEI OTOV EVAIXPEPOUEVO KaTaokeuaoTr) EFTPOS péow email.

Nediax anm&vrnong

Field Size Description

Status 3 chars Replied status code

Description <= 25 chars Status description

TID <10 chars Terminal Identification Number
(EFTPOS)

MACKEY 32 chars master key-MK

Mop@ormoinon mediwv:

{
"Status": "000",

"Description": "SUCCESS",
"TID": "990099",

"MACKEY": "30001234C330001234C330001234C322"

Standard API Description (PHM <-> Esend)
Production endpoint:  http://tam.gsis.gr/eafdss/myweb/fhmmk.php

Mopon avraAaying dedopévwv: ENCRYPTED RAW (AES KEY encryption method).
HTTP method: POST

Nedix MakéTou AMOOTOANG

Field Size Description

ECRID 11 chars Ap16p6g MnTpwou ®HM

TID <10 chars Terminal Identification Number
(EFTPOS)
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TAXID 9 chars ADM emixeipnong

Mop@ormoinon mediwyv (av dEV ATAV KPUTITOYPAPNHUEVX) :
"XXX99000000;990099;01345678"

Nediax anm&vrnong

Field Size Description

Status 3 chars Replied status code

Description <= 25 chars Status description

TID <10 chars Terminal Identification Number
(EFTPOS)

MACKEY 32 chars master key-MK

Moppormoinon mediwv (av 3V ATAV KPUTITOYPAPNUEVX):
"000;SUCCESS;XXX99000000;30001234C330001234C330001234C322"

Response Status codes

Status Description

000 SUCCESS

101 Check the contents of the fields
102 Format error

103 Unregistered Fiscal Device

104 Busy-Retry

105 Unspecified error

Eid1koTEPQ, VI TRV AWn Tou Master Key (MK , MACKEY) 1oxUouv ol ak6Aou6ol
KAVOVEG KpumToyp&gpnong:

Epwtnua anmé ®HM:
1) ECRID

2) TID-encrypted-HEX_representation
3) TAXID AdM-encrypted-HEX_representation(pe 1o idio 1V)
4) IV (Initialization vector Tou ®HM)-HEX_representation

To encryption yivetal pe To AESKEY TOU KATOKEUGOTH.
OAa T media eival ouvexOpeva, He diaxwploTr delimiter (;), plain/text POST.

Améavrnon and Esend:
1) Status

2) Description

3) TID-encrypted-HEX_representation
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4) MACKEY-encrypted-HEX_representation(je 1o id10 1V)
5) IV (Initialization vector Tou server)-HEX_representation
To decryption yivetai pe To AESKEY TOU KATOKEUXOTH).

OAa Ta Tedia gival oUVEXOPEVQ, e dlaxwpliaTh delimiter (;).

10. AHWH ToY AESKEY Ano 1o NIZ®HM ria Toys ®HM.

Tautéxpova Je TRV amopacn Eykpiong ®HM, KOIVOTIOIEITAI OTNV KATKOKEUXOTPIC
emyeipnon ®HM, 10 «BaoikdO AESKEY» TNG KOTXOKEUKROTPIRG EMIXEIPNONG YIX
Toug ®HM TN oUYKeKPIPEVNG EyKpiong. MeTa Tnv ummoBoAr Tng dNAwoNg Evapéng
A13, o ®HM prmopei va emKoivwvhoel pe €181k6O url Tou NEZIOPHM Esend,
xpnoigomolwvtag wg AESKEY 1o Baoikd6 AESKEY Tou kataokeuaoTh. To MZOHM
Esend, emoTtpépel otov PHM kpuntoypapnuévo, To AESKEY Tou ®HM mou 6«
XPNOIMOTIOIEITAI  YIX TIG KPUTITOYPAPNOEIG Twv  JIPIB&OEwY dedOUEVWV
OUVOAQYWV.

Standard API Description (PHM <-> Esend)
Production endpoint:  http://tam.gsis.gr/eafdss/myweb/aeskey.php

Mopon avralayng dedopévwv: ENCRYPTED RAW (AES KEY encryption method).
HTTP method: POST

Media MAXKETOU AMOOTOANG

Field Size Description
ECRID 11 chars Api16p6g MnTpwou ®HM
TAXID 9 chars ADM emixeipnong - KAKTOXOU

Mop@oroinon nmediwv (av eV ATAV KPUTITOYPAPNHUEVX):
"XXX99000000;01345678"

Media anmé&vrnong

Field Size Description

Status 3 chars Replied status code
Description 25 chars Status description
ECRID 11 chars Api16p6g MnTpwou ®HM
AESKEY 40 chars AESKEY

Mopporoinon nmediwv (av eV ATAV KPUTITOYPAPNMUEVA):
"000;SUCCESS;XXX99000000;30001234C330001234C330001234C3223456
789F"
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Response Status codes

Status Description

000 SUCCESS

101 Check the contents of the fields
102 Format error

103 Unregistered Fiscal Device

104 Busy-Retry

105 Unspecified error

Ei1d1koTEPQ, KAT& TRV AWn Tou AESKEY yia Toug ®HM and 1o Esend, 1GxUouv ol
OKOAOUBOI KAVOVEG KPUTITOYP&PNONG:

Epwtnua amé ®HM:

1) ECRID

2) TAXID A®M-encrypted-HEX_representation

3) IV (Initialization vector Tou ®HM)-HEX_representation
To encryption yivetai e To AESKEY TOU KATKOKEUXOTA.

‘OAa T media givai ouvexOpeva, pe diaxwploTr delimiter (;), plain/text POST.

Amnéavrnon amd ESEND:

1) Status

2) Description

3) ECRID-encrypted-HEX_representation

4) AESKEY-encrypted-HEX_representation(pe 1o 1810 IV)
5) IV (Initialization vector Tou server)-HEX_representation
To decryption yivetau pe To AESKEY TOU KATKOKEUGOTH.

O\a Tax TTEdiak Eival oUVEXOPEVQ, e dlaxwplioTh delimiter (;).
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